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HEARING ON THE CURRENT STATE OF AF-
FAIRS FOR INFORMATION TECHNOLOGY
WITH VA

WEDNESDAY, SEPTEMBER 19, 2007

U.S. SENATE,
COMMITTEE ON VETERANS’ AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 9:29 a.m., in room
562, Dirksen Senate Office Building, Hon. Daniel K. Akaka, Chair-
man of the Committee, presiding.

Present: Senators Akaka, Murray, and Burr.

OPENING STATEMENT OF HON. DANIEL K. AKAKA, CHAIRMAN,
U.S. SENATOR FROM HAWAII

Chairman AKAKA. Aloha and welcome to all of you today to this
hearing on the state of information technology within the Depart-
ment of Veterans Affairs.

Before we get started, I take this opportunity to welcome the
Senators of this Committee. I look forward to working closely with
them and look forward to that, as well. You all know that we have
a long history of bipartisan work on this Committee, and I am sure
that this will continue.

Over the past several years, this Committee has held multiple
oversight hearings on VA IT issues. Often, these hearings have
been in reaction to public failures of IT, including last year’s data
theft. This year, as we talk about seamless transition, we also
think about IT and how we can do that, as well.

Lost in the outcry about these failures was the recognition that
while IT can help VA in many ways, it is only a tool, not an overall
solution to a problem or a need. Without competent management,
sound business practices, trained users, and a clear idea of desired
outcomes, IT not only fails to be an asset, it can even become part
of the problem.

A recent VA IG audit that I requested on waiting times at VA
facilities is a good example of how IT can and cannot be used. The
investigation looked into the disconnect between what VA man-
agers tell us about waiting times for VA appointments—that there
are virtually none—and what veterans and stakeholders tell us
about the existence of long lines. What the IG found was problems
with the accuracy and completeness of the waiting lists, lists that
are generated from VA’s electronic health care records system. VA
responded to the IG’s findings in part by suggesting that new com-
puter software will solve the problem. This is not an exclusive an-
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swer. Unless and until Congress and VA leadership can rely on
VA’s data as it is entered into databases, we cannot work together
to get an accurate picture of the state of VA care and provide ap-
propriate resources. IT can help, but only when there is a clear
agreement on how to collect and report information.

Today’s hearing will focus on a wide range of information tech-
nology issues. Last year, there was a major change in the manage-
ment of IT affairs at VA and this hearing is a chance to get a read-
ing on the impact of that change. We hope to get a sense of where
the Department is and where it is going with IT. We will hear tes-
timony on the effects of changes to VA’s IT management structure
on the Department’s ability to deliver health care benefits and
services to veterans. Other issues before us include the impact of
new VA IT security policies and procedures since the 2006 data
theft, the prognosis for the development of a DOD-VA bi-direc-
tional interoperable Electronic Health Record, and other significant
IT issues.

Also, we are today releasing a GAO report on information secu-
rity that I, along with other Members of the Senate and House, re-
quested in response to last year’s data theft. The report finds that
although VA has made progress, there is still much work to do and
part of that work is to hear from you and discuss this report today.

Secretary Howard, at your confirmation hearing last year, I chal-
lenged you to restore the confidence of veterans in VA’s ability to
protect their personal information while leveraging IT solutions to
maintain VA’s preeminence as a health care and benefits provider.
So I look forward to your assessment of where we are today and
where we need to go in these areas. Millions of veterans rely upon
VA for benefits and services, and in so doing have to rely on VA’s
IT systems. We must do all we can to ensure that they can do so
with confidence.

I want to thank all of our witnesses today for being here and
sharing with us what they have done thus far.

Before we start, I want to take this opportunity to welcome Sen-
ator Richard Burr of North Carolina to his new role as the Com-
mittee’s Ranking Republican Member. I look forward to working
closely with him as we continue to seek ways to meet the many
challenges that continue to confront veterans and VA. As I said, we
do have a history of bipartisanship here on this Committee and I
am sure that will continue with Senator Burr, without question.
We must do all we can to ensure that we can do that with con-
fidence. I am glad to have the Senator from Washington here, as
well. So let me call on Senator Burr for his statement.

STATEMENT OF HON. RICHARD BURR, RANKING MEMBER, U.S.
SENATOR FROM NORTH CAROLINA

Senator BURR. Mr. Chairman, let me thank you for your gracious
welcome. As you and I both know, we serve as Chair and Ranking
Member on other Subcommittees and we find ways to address the
business that we need to continue friendship and stay focused on
the issues that are important to that Committee. I look forward to
continuing that as we address the issues before us in the Veterans
Affairs Committee. I thank you for calling this hearing. More im-
portantly, I thank all of our witnesses today. I take the Ranking
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Membership on a temporary basis until other things are sorted out,
but I certainly look forward to the information that we are here to
talk about.

The topic of information technology covers a wide variety of dif-
ferent areas, all of which are important and all of which have the
ability to positively or negatively impact a veteran’s quality of life.
From electronic health and benefit records, to the electronic infra-
structure that enhances VA services, to protecting our veterans’
personal information, IT is the driving factor in accomplishing all
these things.

The May 3, 2006 theft of computer external hard drive from a
VA employee’s home resulted in the compromise of over 26 million
veterans’ personal information. It drew national attention to the
VA and highlighted problems with its information technology poli-
cies, procedures, and structures. The theft initiated a strong reac-
tion from Congress, as it should have, and last December, we
passed the VA Information Security Enhancement Act of 2006.
Among many of the mandated improvements to the VA IT system,
we assigned responsibilities to hold specific individuals account-
able. We have created prompt Congressional reporting require-
ments, and we provided for recruitment and retention of individ-
uals skilled in information technology.

The theft also expedited a complete restructuring of the VA’s IT
organization so that the VA headquarters could have more IT over-
sight over all of its facilities throughout the United States. It then
served as a catalyst for complete review of security systems and
procedures and raised Congressional interest in and scrutiny of the
IT program.

The result of all of this is that the VA has undertaken a massive
effort to restructure their IT program. VA’s efforts to create consist-
ency and enhanced security within a formerly decentralized IT pro-
gram has resulted in a new and centralized IT architecture. Indi-
vidual hospital directors used to have control over their own IT
staff and programs. This resulted in inconsistent technologies with-
in VA and little or no oversight from the VA main office. This new
restructuring of VA IT is meant to consolidate efforts in the areas
of policy, planning, purchasing, and training.

However, no decision comes without consequences and I have
some concerns as to whether this centralization will result in an IT
system that is too slow and doesn’t respond to local needs. That
being said, I look forward to learning more about the current state
of these efforts, the successes and the challenges that have yet to
be addressed. I also hope to hear more about VA’s progress with
DOD-VA efforts to create an interoperable, interchangeable health
records system. I hope to learn more about where we stand in the
area of VA-DOD data sharing and standardization, what we have
accomplished and what we have left to do. Someone who served
this country should not have to compromise their health just be-
cause VA and DOD can’t get health information from each other.

With all this in mind, we convene today to learn about the cur-
rent status of the newly centralized IT management system, cur-
rent improvements in IT security, and the state of IT infrastruc-
ture and the progress made in VA and DOD information sharing.
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I would like to personally thank the Chair for his indulgence as
we have transitioned on this side and to once again thank all of
our witnesses today for their very candid testimony. I thank the
Chair.

Chairman AKAKA. Thank you very much, Senator Murray. This
Committee is in order as I call on our Hon. Senator Patty Wash-
ington from Washington for her statement.

STATEMENT OF HON. PATTY MURRAY, U.S. SENATOR FROM
WASHINGTON

Senator MURRAY. Thank you very much, Chairman Akaka. I join
you in welcoming Senator Burr to the position of Ranking and look
forward to working with you on many issues. I know we have
talked about what we share in common, as well, for our veterans.

Mr. Chairman, the topic of today’s hearing, which is the state of
information technology within the VA, is incredibly important. It
impacts nearly everything the VA does, from delivery of health care
and benefits, to the protection of sensitive personal information, to
the pursuit of a truly seamless transition with DOD. The VA’s IT
system is really kind of the glue that holds everything together.

The VA has a lot to be proud of when it comes to its IT system.
Its Electronic Health Records have improved the quality of health
care for veterans while at the same time reducing the cost of deliv-
ering health care. And as we all know, when Hurricane Katrina hit
New Orleans, veterans who were enrolled in the VA system, unlike
many others, did not lose their medical records because the VA’s
back-up files preserved their records and enabled them to get care
across the country at different VA facilities.

Despite all this, the VA’s IT system does have some very serious
challenges. Chairman Akaka, I know that you and many other
Members of this Committee share my deep concern over the VA’s
information security and inventory control practices. Since the VA’s
now well publicized loss of personal data in May of 2006 and Janu-
ary of 2007, the VA has taken steps to improve its information se-
curity practices, but as the GAO recently pointed out, more does re-
main to be done.

Mr. Howard, I hope to hear from you today about why the VA
has not fully implemented most of the key GAO and IG rec-
ommendations to strengthen your agency’s information security
practices. According to a July 2007 GAO report, four audited VA
facilities reported more than 2,400 missing items estimated to cost
$6.4 million. A 2004 GAO report of VA’s inventory control revealed
that fewer than half of the items selected for testing could be lo-
cated, and most of that was IT equipment. These deeply troubling
revelations raise some serious questions about who is minding the
shop at the VA. Our veterans need to know that their personal and
sensitive data is well protected and they deserve to know what is
being done to improve the accountability and control of the VA’s IT
inventory.

As we will surely hear from Mr. Howard, one of the key ways the
VA has acted to minimize the risk of data loss has been to cen-
tralize the VA’s information technology system. This effort cer-
tainly has its merits, but some have raised questions about how
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this change will impact the ingenuity and flexibility that local pro-
viders have on the development of the system.

So I look forward to hearing from our witnesses today on how
they think the VA can balance the needs for centralized manage-
ment of the IT system while still meeting our local needs out in our
communities. I also look forward to hearing from our witnesses
about where things stand in the development of a joint VA-DOD
Electronic Health Care Record. For too long, as we all know, our
servicemembers and veterans have suffered the consequences of
this system failure and we need to make sure, Mr. Chairman, that
we are doing everything in our power to right that wrong.

So I really appreciate the opportunity to be at this hearing today
and look forward to the testimony from the witnesses.

Chairman AKAKA. Thank you very much for that, Senator Burr.

I am pleased this morning to introduce our first panel. Assistant
Secretary for Information and Technology Bob Howard has served
in his current position since the fall of the year 2006. He has the
daunting task of reorganizing VA’s IT and its management struc-
ture while continuing to provide uninterrupted support for the de-
livery of health care and benefits.

Secretary Howard is accompanied by Dr. Paul Tibbits, Deputy
Chief Information Officer in the Office of Enterprise Development,
and Ray Sullivan, Director of Field Operations.

Secretary Howard, I want to thank you for coming today. We
look forward to your assessment of where VA IT is and where it
needs to go, and I know we are looking forward to your kind of
leadership and would like to hear from you at this time. Will you
please proceed with your testimony.

STATEMENT OF ROBERT T. HOWARD, ASSISTANT SECRETARY
FOR INFORMATION AND TECHNOLOGY, U.S. DEPARTMENT
OF VETERANS AFFAIRS; ACCOMPANIED BY PAUL A. TIBBITS,
M.D., DEPUTY CHIEF INFORMATION OFFICER, OFFICE OF
ENTERPRISE DEVELOPMENT, OFFICE OF INFORMATION
AND TECHNOLOGY, U.S. DEPARTMENT OF VETERANS AF-
FAIRS; AND RAY H. SULLIVAN, DIRECTOR OF FIELD OPER-
ATIONS, OFFICE OF INFORMATION AND TECHNOLOGY, U.S.
DEPARTMENT OF VETERANS AFFAIRS

Mr. HOwARD. Thank you, Mr. Chairman. I would like to thank
you for the opportunity to testify on the current status of the VA
OIT reorganization and its impact on the delivery of health care
and benefits, the effect of enhanced VA IT security policies and pro-
cedures on health care and benefits delivery, the status of asset
management for IT systems, the legacy system transition, the Joint
Inpatient Records System and unresolved problems identified dur-
ing the realignment. These are all very important issues that need
to be addressed.

As you mentioned, sir, I am accompanied by Dr. Paul Tibbits and
Ray Sullivan. Paul will discuss issues associated with development
and Ray on the operations side.

First, sir, though, I would like to thank you for actually being the
catalyst for establishing my top priorities as Assistant Secretary for
the Office of Information and Technology. These were developed in
response to a nomination post-hearing question presented by you
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back in September of last year. At the time of your question, the
paper was blank, so I thank you for prompting me to develop what
has turned out to be very helpful, extremely helpful, priority state-
ments. These priorities are guiding the realignment process we see
taking place today. There are seven of them.

Briefly, they include, (1) establishing a well-led, high-performing
organization that delivers responsive support.

(2) standardizing IT infrastructure and IT business processes
throughout the VA.

(3) establish programs that make VA’s IT system more interoper-
able and compatible.

(4) effectively managing the IT appropriation to ensure
sustainment and modernization of our IT infrastructure and more
focused application development to meet increasing and changing
requirements of our business units.

(5) priority is strengthening information security controls within
VA and among our contractors in order to substantially reduce the
risk of unauthorized exposure of veteran or VA employee sensitive
personal information.

(6) priority is creating an environment of vigilance and aware-
ness to the risk of compromising veteran or employee sensitive per-
sonal information by integrating security awareness into daily ac-
tivities.

And lastly, sir, the last priority is to remedy the Department’s
longstanding IT material weaknesses relating to a general lack of
security controls, and sir, I assure you that we are working hard
to give these priorities the required attention.

As you know, the Secretary approved the Department’s new reor-
ganization structure in 2007 and we set a goal to complete the re-
alignment by July of 2008. We have transferred over 6,000 employ-
ees to the Office of Information and Technology, and this, along
with the centralized IT appropriation and delegation of authority
for FISMA, provides a very unique opportunity to significantly im-
prove IT activities within VA.

Another critical element in that regard is the full commitment
for VA’s leadership to make this reorganization successful, and we
do have that commitment.

I have provided an organization chart for you, a reference
throughout the hearing, and as you see there, there are five addi-
tional deputies that we have. We also have an IT oversight and
compliance capability and a Quality and Performance Office. We
have also implemented a new IT governance plan which establishes
the processes, responsibilities, and authorities required to manage
IT’s resources.

Clearly an important question associated with this realignment
is how has it impacted the delivery of health care and benefits to
our veterans. In my opinion, there has been no significant change
in these two areas, which was, in fact, a key objective of this reor-
ganization, and that was to do no harm. This is not to say we have
not had problems. We have. But we have also experienced improve-
ments in our ability to gain knowledge over IT activities that were
not very visible in the past. We have gained benefits in IT funding
details across the VA and also in our ability to protect the sensitive
information of our veterans.
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An area in which information protection has dramatically im-
proved is incident response. VA has encrypted over 18,000 laptop
computers and has implemented procedures for issuing encrypted
portable data storage devices. This month, the Department is pro-
curing software to address the encryption of data at rest. And just
last week, we awarded an extremely important contract, and that
is for an extensive port monitoring capability which will help us
better control what devices can access our network.

At the same time, VA continues to increase self-reporting secu-
rity and policy and privacy violations and incidents. This trend is
a direct positive outcome of the significant amount of policy guid-
ance and training conducted on information protection over the
past year and a half. Since the May 2006 data breach, the VA staff
is now more aware of the importance of protecting our veterans’
and employees’ information and identities. While we do have a way
to go here, I have definitely seen an improvement.

Regarding the annual FISMA report that we will submit this
year, not only will we submit one—and as you know, we didn’t sub-
mit one last year, we got an incomplete—for the first time, we have
completed testing of over 10,000 security controls on our 603 com-
puter systems. This is the first time that has been done. We are
also addressing some critical problem areas.

As you know, the House Veterans Affairs Oversight and Inves-
tigations Committee recently held a hearing on VA’s IT asset man-
agement based on a GAO report which found inadequate controls
and risks associated with theft, loss, and misappropriation of IT
equipment at selected VA locations. For the past 6 months, tight-
ening IT inventory control throughout the VA has been the focus
of a cross-functional tiger team. Types of equipment to be inven-
toried are Blackberries, thumb drives, cell phones, and in addition,
VA has issued a memorandum requiring each VA facility to com-
plete it by the end of December of this year, a wall-to-wall inven-
tory of all IT equipment assets, including sensitive items, regard-
less of cost. This initial inventory will help provide a VA IT asset
baseline, something that has not existed before.

We have also made progress in the evolution of our health care
and benefits systems and in improving ties with DOD. The work
with DOD has been most helpful in the area of data sharing and
data standardization. We are moving our health care system from
a hospital-centric model to a patient-centric approach. This ap-
proach will ultimately allow veterans and their care providers to
access seamless health records and information at any time regard-
less of location. This modernization will utilize a central IT archi-
tecture and a six-phase transition plan to be completed by 2015.

The existing portfolio of VBA applications are based on various
legacy technologies, most of which are not web-based. These legacy
applications are more expensive in that they require more intensive
support since they rely on outdated software. To remedy this, VBA
has established an application architecture blueprint to be used for
all applications and a pilot is being performed for the Benefits De-
livery Network Rehost Program to migrate the legacy system to a
more modern browser-based environment.

In closing, Mr. Chairman, I want to assure you, that we will re-
main focused in our efforts to improve all aspects of the informa-
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tion technology environment in the VA and to make sure that we
do not negatively impact the delivery of health care or benefits in
the process, but instead begin to see steady improvements in mod-
ernizing both our health care and benefits IT environments.

Thank you for your time and the opportunity to speak on this
issue and we would be happy to answer any questions you may
have.

[The prepared statement of Mr. Howard follows:]

PREPARED STATEMENT OF ROBERT T. HOWARD, ASSISTANT SECRETARY FOR
INFORMATION AND TECHNOLOGY, DEPARTMENT OF VETERANS AFFAIRS

Thank you, Mr. Chairman. I would like to thank you for the opportunity to testify
on the current status of the VA Office of Information & Technology’s (OIT) reorga-
nization and it’s impact on the delivery of healthcare and benefits; the effect of en-
hanced VA IT security policies and procedures on healthcare and benefits delivery;
the status of asset management/inventory control for IT systems; the legacy system
transition; joint in-patient record systems; and unresolved problems identified dur-
ing the realignment. These are all very important issues that need to be addressed.
To assist in discussing these issues today, I am accompanied by:

e Dr. Paul Tibbits, my Deputy Chief Information Officer for Enterprise Develop-
ment,
e Mr. Ray Sullivan, my Director of Field Operations

First, I would like to thank you Mr. Chairman for being the catalyst for estab-
lishing my top priorities as Assistant Secretary for the Office of Information and
Technology. They were developed in response to a nomination post-hearing question
presented by you back in September of last year. Thank you for prompting me to
develop what has turned out to be very helpful and extremely important priority
statements.

These priorities are guiding the realignment process we see taking place today.
There are seven of them. Briefly, they include (1) establishing a well-led,
highjperforming, IT organization that delivers responsive IT support to the three
Administrations and Central Office staff sections; (2) standardizing IT infrastruc-
ture and IT business processes throughout VA; (3) establishing programs that make
VA’s IT system more interoperable and compatible; (4) effectively managing the VA
IT appropriation to ensure sustainment and modernization of our IT infrastructure
and more focused application development to meet increasing and changing require-
ments of our business units; (5) strengthening information security controls within
VA and among our contractors in order to substantially reduce the risk of unauthor-
ized exposure of veteran or VA employee sensitive personal information; (6) creating
an environment of vigilance and awareness to the risks of compromising veteran or
employee sensitive personal information within the VA by integrating security
awareness into daily activities; and (7) remedying the Department’s longstanding IT
material weaknesses relating to a general lack of security controls. I assure you that
we are working hard to give these priorities the required attention.

As you know, the Secretary approved the Department’s new organization struc-
ture in 2007, and we’ve set a goal to complete the realignment by July 2008. We
have transferred over 6,000 employees to the Office of Information and Technology.
This, along with the centralized IT appropriation and delegation of authority for
FISMA provides a unique opportunity to significantly improve IT activities within
VA. Another critical element in that regard is the full commitment from VA’s lead-
ership to make this reorganization successful.

I have provided an organization chart for your reference throughout the hearing.
In addition to five additional deputies, we have an IT Oversight and Compliance ca-
pability and a Quality and Performance Office. We also have implemented a new
IT governance plan which establishes the processes, responsibilities and authorities
required to manage VA’s IT resources. The GAO recently released a report on our
realignment progress and correctly identified that there is more work to be done to
have a successful transition from a decentralized to a centralized organization. We
have already begun implementing some of their recommendations.

Clearly an important question associated with this realignment is how has it im-
pacted the delivery of healthcare and benefits to our veterans? In my opinion, there
has been no significant change in these two areas—which was a key objective of this
reorganization—to do no harm. This is not to say we have not had problems—we
have. But we have also experienced improvements in our ability to gain knowledge
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over IT activities that were not very visible in the past, in IT funding details across
the VA, and in our ability to protect the sensitive information of our veterans.

An area in which information protection has dramatically improved is incident re-
sponse. VA has encrypted over 18,000 laptop computers, and has implemented pro-
cedures for issuing encrypted portable data storage devices. This month, the Depart-
ment is procuring software to address the encryption of data at rest. And just last
week we awarded a contract for an extensive port monitoring capability which will
help us better control what devices can access our network. At the same time, VA
continues to increase self-reporting security and privacy violations and incidents.
This trend is a direct, positive outcome of the significant amount of policy, guidance,
and training conducted on information protection over the past year and a half.

Since the May 2006 data breach, the VA staff is now more aware of the impor-
tance of protecting our veterans’ and employees’ information and identities. While
we do have a way to go here, I have definitely seen improvement. The Department
has also undertaken a concerted effort to reduce the use of social security numbers
and to review and eliminate a significant amount of personally identifiable informa-
tion VA currently holds. To that end, VA has drafted two documents outlining plans
to achieve both these goals. These plans were developed in accordance with OMB
Memorandum M-07-16, “Safeguarding Against and Responding to the Breach of
Personally Identifiable Information” and it will be included in this year’s FISMA re-
port. Regarding the FISMA report, not only will we submit one this year, (we got
an incomplete last year), but we have, for the first time, completed testing of over
10,000 security controls on our 603 computer systems.

We are also addressing some critical problem areas. As you know, the House Vet-
erans Affairs Oversight & Investigations Committee recently held a hearing on VA’s
IT asset management based on a GAO report (report 07-505) which found inad-
equate controls and risk associated with theft, loss, and misappropriation of IT
equipment at selected VA locations. In that report, GAO found many problems re-
garding the IT asset management environment and included a number of important
recommendations—with which we agree and are implementing. We have completed
a handbook on the Control of Information Technology Equipment within the VA
which includes each of the recommendations made by GAO in its report. These doc-
uments are now being finalized within the Department, but we have already imple-
mented the procedures they describe. They will provide clear direction on all aspects
of IT asset management.

For the past 6 months, tightening IT inventory control throughout VA has been
the focus of a cross-functional Tiger Team. Types of equipment to be inventoried are
black berries, thumb drives, cell phones, etc. In addition, VA has issued a memo-
randum requiring each VA facility to complete, by the end of December of this year,
a wall-to-wall inventory of all IT equipment assets, including sensitive items, re-
gardless of cost. Reporting requirements have been established at the Facility, Re-
gional and Field Operations levels to ensure that issues are identified and addressed
early in the process. By way of support, we have established an IT Inventory Con-
trol Knowledge Center that is accessible by all VA personnel. This website provides
references, templates, definitions, frequently asked questions and a link to contact
the Tiger Team directly. Also, the Office of Oversight and Compliance is working
with Tiger Team members to develop a compliance checklist that will be used for
scheduled and unscheduled audits regarding IT assets. This initial inventory will
help provide a VA IT asset baseline—something that has not existed before.

We have also made progress in the evolution of our healthcare and benefits sys-
tems and in improving ties with DOD. The work with DOD has been most helpful
in the area of data sharing and data standardization. We are moving our healthcare
system from a hospital-centric model to a patient-centric approach. This approach
will ultimately allow veterans and their care providers to access seamless health
records and information at any time, regardless of location. This modernization will
utilize a central IT architecture and a six-phase transition plan to be completed by
2015.

The existing portfolio of VBA applications are based on various legacy tech-
nologies, most of which are not web-based. These legacy applications are more ex-
pensive in that they require more intensive support since they rely on outdated soft-
ware. To remedy this, VBA has established an application architecture blueprint to
be used for all applications. A pilot is being performed for the Benefits Delivery Net-
work (BDN) Re-host program to migrate the legacy system to a more modern brows-
er-based environment.

In closing, Mr. Chairman, I want to assure you that we will remain focused in
our efforts to improve all aspects of the Information Technology environment in the
VA and to make sure that we do not negatively impact the delivery of healthcare
or benefits in the process but instead begin to see steady improvements in modern-
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izing both our healthcare and benefits IT environments. Thank you for your time
and the opportunity to speak on this issue. We would be happy to answer any ques-
tions you may have.

RESPONSE TO WRITTEN QUESTIONS SUBMITTED BY HON. DANIEL K. AKAKA TO ROBERT
T. HOWARD, ASSISTANT SECRETARY FOR VETERANS AFFAIRS

Question 1. During an oversight visit to the Honolulu Regional Office, Committee
staff learned that claims are being delayed because VBA staff are not able to read
medical reports which are scanned into VHA’s electronic health record system. I un-
derstand that happen almost a year ago. VBA asked for access to the electronic
health record files because of the delays in processing claims and this request has
not been approved. It is my further understanding that VBA will not he able to view
these records until some time in 2008; in the meantime, processing of claims is de-
layed until the records can be printed out and sent to VBA. Given the current back-
log in claims processing, this seems like an IT solution that should be given a pri-
ority. What can be done to improve the electronic transmission of medical informa-
tion from VHA to VBA in a more timely manner?

Response. The compensation and pension records interchange application
(CAPRI), provides the Veterans Benefits Administration (VBA) employees with on-
line access to electronic medical records, stored at Veterans Health Administration
(VHA) facilities. This application allows VBA employees to access and print medical
evidence needed for claims processing. It also allows text from electronic documents
to be copied and pasted into rating decisions, to eliminate the need for re-keying
this important information, cited as evidence, in support of a veterans’ disability
claim.

One additional element that has been requested is access to the imaged files,
stored in the VHA systems in VistA Imaging. The plan has always been to expand
CAPRI, to provide access to these imaged records. We are assessing current prior-
ities to determine when it will be feasible to incorporate this type of information
into the CAPRI interface. Once the enhancement is completed, this additional type
of medical evidence can be obtained and stored in Virtual VA, the VBA imaging sys-
tem.

Question 2. As mentioned in my opening statement, my requested investigation
on VHA’s waiting times yielded findings about the accuracy and completeness of the
waiting lists. Senator Tester has also brought to my attention the need to refine the
pharmacy ordering system, so that prescriptions aren’t mailed out to veterans until
they are needed. Is responsibility for matters such as fixing the electronic waiting
list and refining pharmacy systems your responsibility or does that still vest in
VHA? What priority does VA place on finding specific health information solutions?

Response. The responsibility for addressing the electronic waiting list and refining
pharmacy systems is jointly shared by VHA and VA’s Office of Information and
Technology (OIT). VHA is responsible for defining software requirements. OIT is re-
sponsible for the development of software which meets those requirements.

VHA has conveyed to OIT that the two software packages (pharmacy and sched-
uling) are both top priorities for VHA and that development efforts should be man-
aged to address those priorities. Therefore, here are the current OIT milestones for
the pharmacy re-engineering and replacement scheduling application projects:

Pharmacy Re-engineering Event (PRE) Planned Start Planned Finish
System Development Approval 1/1/04 9/30/05
Proof of Concept Development 3/1/2006 12/31/2006
PRE v0.5 4/1/2007 8/31/08
PRE v1.0 47172007 2/28/10
PRE v2.0 10/1/2008 9/30/2010
PRE v3.0 10/1/2009 9/30/2011
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Replacement Scheduling Application Plsatr;r:?d Pm!ﬁd

Develop Enterprise-Wide

Workflow Processe 5/2001 5/2002
Architecture and Detailed

System Design 5/2002 3/2004
Implementation of Executable Code 10/2004 3/2004
Product Integration 8/2003 6/2008
Alpha Testing 6/2008 12/2008
Beta Testing 12/2008 9/2009q
National Release 10/2009 172011

Question 3. It seems as though VA has been in the process of modernizing its
health and benefits IT systems for years. What is the time line for completing the
migration of VistA and BDN to modern IT platforms?

Response. A completion date for the migration of VistA to a modern IT platform,
also referred to as the HealtheVet modernization effort, is currently in the proposal
phase and is being reviewed. A six-phase transition plan is proposed to deploy all
applications within the new VistA-HealtheVet environment, which will use a central
IT architecture, by 2015. Phase I focuses on the deployment of core infrastructure
components such as the health data repository, administrative data repository, and
several common services; as well as, the first major applications built upon this
services oriented architecture (SOA). Major applications under development as part
of Phase II include the laboratory and pharmacy replacement systems. Upon com-
pletion of all six phases, VA will have an IT health care system that holds a com-
prehensive, interdisciplinary medical record, which will be available anywhere. The
estimated cost for the proposed plan does not include operations and maintenance
costs.

The current schedule to migrate BDN business functionality off the Honeywell/
Bull mainframe projects completion in September 2012. Upon successful completion,
the Honeywell/Bull Mainframe will be retired from the VA IT environment. BDN
is composed of several applications that support three VBA business lines: com-
pensation and pension (C&P), education, and vocational rehabilitation and employ-
ment (VR&E). C&P functionality within BDN is scheduled to be fully replaced by
VETSNET in the third quarter of fiscal 2009. VR&E functionality is contained in
the Chapter 31 application, which is scheduled for conversion to the VA “To Be” ar-
chitecture in Fiscal Year 2011. The remaining BDN functionality supports education
service and is scheduled to be fully migrated to the VA “To Be” architecture by third
quarter 2012. Subsequent to validation efforts to ensure all functionality has been
successfully transitioned, the Honeywell/Bull mainframe will be shutdown and re-
moved from the VA IT environment in September 2012.

Question 4. This question pertains to the issue of VA and DOD interoperability.
I understand that VA has an integrated medical information system, while DOD has
multiple systems that are not integrated. What are the challenges for VA health
professionals to receive accurate and timely medical information from DOD when
it does not have an integrated system that cannot fully communicate within DOD,
much less with VA and when not all of DOD’s medical information is available elec-
tronically?

Response. VA and the Department of Defense (DOD) are working together to ad-
dress challenges related to VA obtaining access to the multiple systems in which
DOD data is held. Despite these challenges, VA and DOD are now sharing unprece-
dented amounts of electronic medical data. Over the past several years, VA and
DOD have worked closely and collaboratively to develop incremental data ex-
changes, which now support the one way and bi-directional exchange of most health
data that are available in electronic format.

For example, VA and DOD worked to first develop the bi-directional health infor-
mation exchange (BHIE), to support the exchange of text data from legacy composite
health care system (CHCS). VA and DOD later collaborated on additional work that
permitted the exchange of data via the inpatient essential clinical information sys-
tem (CIS), and later with the clinical data repository of AHLTA, DOD’s electronic
health information system.

Despite the lack of uniform implementation across DOD and the resulting in-
creased time it took to make DOD data available, VA providers are now able to use
BHIE to view electronic laboratory results, allergy, pharmacy, radiology results, the-
ater data, and select inpatient data available electronically from major DOD facili-
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ties, such as discharge summaries and emergency department notes. We also have
demonstrated the successful bi-directional exchange of digital radiology images at
a pilot site in El Paso, Texas. Additional work will support the future exchange of
encounter notes, problem lists, vital signs, history data and questionnaires.

VA’s ongoing ability to share data with DOD, in a seamless fashion, is dependent
upon VA’s ability to develop modern tools and technologies and DOD’s ongoing ef-
forts to develop a complete electronic health record. VA is working with DOD to doc-
ument a study to explore developing a joint in-patient electronic health record. This
will have the potential to address the unavailability of electronic data for much of
the DOD inpatient record.

Question 5. The House Appropriations Committee report language accompanying
the 2008 VA MILCON Appropriations Bill would cutoff funds for VA’s continued de-
velopment of its electronic health record system, unless it is interoperable with
DOD. What would be the impact on future development of VA’s electronic health
record system should funding be cutoff?

Response. As the electronic health record is at the center of VA’s health care sys-
tem, possible impacts on future development of VA’s electronic health record system
should funding be eliminated include:

e Inability to comply with regulatory changes that would require software modi-
fications for implementation and reporting.

e Compromise in patient safety due to elimination of funding to correct software
deficiencies.

e Inability to enhance the current interoperable features within VistA (e.g. remote
data interoperability, laboratory data sharing, Vista imaging sharing pilot).

o Inability to enhance the bi-directional health information exchange (BHIE), an-
other aspect of VA/DOD interoperability.

b . (lgompromised ability to effectively report on and monitor pandemic disease out-
reaks.

e Inability to meet Global War on Terror (GWOT) and/or Operation Enduring
Freedom/Operation Iraqi Freedom (OEF/OIF) mandates.

VA would fall from industry leading position as the private sector continues to
improve in this arena, reducing public opinion of VA activities.

Question 6. During questioning, Mr. Lucas testified that he was denied authority
by VACO to purchase certain IT equipment that he considered would be helpful, to
improve the efficiency and operations of his hospital. Dr. Glaser followed-up, by tes-
tifying that within his health care network, 50 percent of a hospital’s IT spending
was discretionary, so long as it was spent within established guidelines. He also
mentioned a program for awarding grants for IT innovation. Please comment on the
policy that precludes a VA Medical Center Director from using discretionary funds
to purchase IT equipment that they deem would improve the efficiency and oper-
ations of their facility. Also, please comment on whether or not VA has an existing
IT innovation grant program and if not, if one is in the planning stages.

Response. As stated in the attached memorandum dated April 13, 2006, all IT ex-
penditures are directed and controlled under a separate appropriation and under
the authority of the VA Chief Information Officer (CIO). The VA CIO allocates dis-
cretionary funds to each medical center as mentioned above. There is currently no
program for awarding grants for IT innovation.

Question 7. I understand that VA’s Office of Information and Technology (OI1&T)
has metrics that measure how well VA Administrations are complying with VACO
centralized management IT policies and procedures. Does a metric exist that meas-
ures how well OI&T is supporting VHA and VBA?

Response. There are no metrics that measure either “side” of this concept, i.e., ei-
ther how well VA’s Administrations are complying with VACO centralized manage-
ment IT policies, or conversely, how well OIT is supporting the Administrations.

RESPONSE TO WRITTEN QUESTIONS SUBMITTED BY HON. BERNARD SANDERS TO
ROBERT T. HOWARD, ASSISTANT SECRETARY FOR VETERANS’ AFFAIRS

Question 1. For years now, we have seen report after report about the unconscion-
able delays, appeals, and remands that characterize the VBA disability compensa-
tion process. I have thought for some time now that automating the rules embodied
in the Veterans Administration Schedule for Rating Disabilities (VASRD) would go
a long way toward speeding up the process of adjudication and appeal, reducing the
existing backlog of claims, and improving the accuracy and consistency of decisions.
It seems that there would be tremendous value in getting a complete and standard-
ized set of data on each veteran, relevant to his or her particular problems, that
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can then be linked to the relevant sections of the Schedule for more accurate rat-
ings, the same way, regardless of the skill of the rater. It seem the Department is
busy hiring hundreds of new raters, but has done nothing to improve the underlying
antiquity of the process they are being asked to assume. Please tell us what the De-
partment’s plans are to automate the VASRD, in order to make claims processing
more accurate, timely, and efficient. Do you have the resources and authority you
need to carry out such a task?

Response. VBA is receiving more disability claims then at any time in recent his-
tory. Our expanded outreach program for active duty servicemembers and members
of the National Guard and Reserves, the aging of the veteran population and the
progression of their disabilities, and the addition of type-2 diabetes to the list of pre-
sumptive disabilities for veterans, who served in Vietnam, are among the major fac-
tors driving up claims receipts.

Our incoming claims volume is now 45-percent above our 2000 (year) level. This
year, we received 838,000 disability claims, which is 32,000 more claims than last
year. At the same time, we are receiving more claims, the claims decision process
is becoming longer and more difficult, because veterans today, on average, claim
more disabilities than veterans in previous areas and the nature of many of these
disabilities is becoming increasingly complex (e.g., serious traumatic injuries, diabe-
tes and its complications, PTSD, undiagnosed illness, etc.). VA must assign a per-
centage evaluation to each disability determined to be service-related. Changes in
law and recent Court decisions have also introduced additional complications into
the claims decision process and extended the length of time veterans must wait for
decisions on their claims.

Because of the large growth in claims receipts and the increased complexity of the
claims, the pending inventory of rating-related claims remains high—391,000 at the
end of September 2007. The high volume and complexity of incoming claims also im-
pact average processing time, which is currently 183 days. We have developed a
plan to address the workload challenges. While there are many components in this
plan, the cornerstone of VB’s long-term effort to reduce claims backlogs and improve
claims processing timeliness remains unchanged—develop a well-trained workforce
that is sized commensurate with current and projected claims workload.

e We are aggressively hiring across the Nation. We have already added over 1,100
new employees since January 2007, and we will add a total of 3,100 by the end of
this year.

e Because it takes at least 2 years for a new employee to become fully trained
in all aspects of claims processing, we have also significantly increased the use of
overtime.

e Additionally, retired claims processors have been recruited to return to work as
rehired annuitants, enabling us to increase decision output this year by nearly
16,000 claims. We are continuing to hire additional annuitants.

e To get our new employees productive as early as possible in their VA career,
we have modified our new employee training program, to focus initial training on
specific claims processing functions. This allows our more experienced employees to
focus on the more difficult claims.

e We are looking at additional ways to achieve greater efficiencies in the delivery
of disability benefits. We are in the process of centralizing the remaining pension
claims workload, which includes original disability and death claims processing, to
our three pension maintenance centers. This will allow regional offices to dedicate
more resources to compensation claims processing.

e We will also gain processing efficiencies in 2008, through centralization of all
compensation and general assistance telephone calls, to nine virtual information call
centers.

We are already seeing the results of the increased processing capacity and the ini-
tiatives begun earlier last year. On average, we are now producing 5,000 more
claims decisions per month.

Chairman AKAKA. Thank you very much for your testimony, Sec-
retary Howard.

Mr. Secretary, under the former decentralized VA IT manage-
ment structure, field-based innovation and creativity were hall-
marks leading to the creation of VA’s electronic medical informa-
tion system. How can you maintain this spirit of innovation and
creativity while centralizing most of the decisionmaking in the cen-
tral office?
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Mr. HOWARD. Sir, that is an extremely important question, and
one thing we absolutely cannot impact is innovation throughout
our medical system. That is for absolute certainty and we do not
want to do that. But at the same time, we do need to get better
visibility of these innovative ideas and we have begun to establish
a program to do precisely that.

In other words, if you are a physician working with your IT com-
munity at a hospital, working on a very innovative idea, that is
fine. But at some point in the process, we need to make a decision
as to what to do with that idea, whether we want to expand it
throughout the VA, whether we want to adequately fund it and
bring it forward. This is very, very important. We don’t want to
stop these ideas, but we do want to capture them and distribute
them throughout the VA, so that everyone can gain the benefit of
this particular innovative idea, and a lot of that is going on.

With the reorganization, we actually have gained more visibility
over these ideas than we perhaps have had before. The funding
issue, though, is very key, and at some point in that innovative
process, we need to decide whether to move forward or whether to
stop that particular topic because it doesn’t prove to be beneficial.

But IT does not make that decision. A key aspect of your ques-
tion, sir, deals with the word “requirements.” Requirements defini-
tion, requirements determination, and requirements prioritization,
that is not IT. We have a priority process in place that does involve
the administrations. They set the priorities on what should be
done. We need to help them, though, in defining those require-
ments and in making clear the funding aspect of those require-
ments.

As you can see on that drawing on the left side that I passed out,
each of the administrations has got a requirements office that
interfaces with us, and this is beginning to happen. We have estab-
lished a governance process that includes requirements determina-
tion.

So in answer to your question, sir, not only do we not want to
stop innovation, we want to take advantage of the innovation by
spreading it throughout the VA, properly funded, properly sup-
ported, and properly supported by the administrations involved.

Chairman AKAKA. Thank you. I am delighted to hear what you
said, because I have made comments that we need to restructure
VA and not continue structures that we have had in World War II.
Things have changed, been very different, and creativity and inno-
vation play a huge part in putting together and developing a sys-
tem that can help our veterans today and we are looking for that.
I am glad you are heading in that direction.

Last year, Mr. Secretary, following the lost laptop, Secretary
Nicholson testified that VA intends to become the gold standard for
information security within the Federal Government. GAO says in
the report released today that VA still has not fully implemented
20 of the 22 GAO and VA IG recommendations necessary to im-
prove information security within the Department. My question to
you is, how close is VA to implementing the GAO and IG rec-
ommendations, and in your view, how close is VA to becoming the
government leader in information security?
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Mr. HOWARD. Sir, I agree with the reports that there is a lot
more work to be done. There is no question about that. However,
with that said, we have made some dramatic strides. 2008, quite
frankly, is a key year for us. We now have got some key contracts
in place that we have been working on for quite a while. I men-
tioned a couple of them in my testimony. And although they don’t
sound important, these are extremely important. Just the one deal-
ing with port monitoring, we have been working through the con-
tracting process to put that in place and now we have the avail-
ability to us where you will not be able to put in, for example, an
unauthorized thumb drive. You won’t be able to do it. It has to be
an approved encrypted thumb drive in order even to be able to be
used on our system.

This software is beginning to be implemented now throughout
the VA because we have received a contract for sufficient licenses
to be deployed. That is just one example. You asked when we will
be the gold standard. Sir, it is a difficult question. I don’t know,
to be honest with you. We hope to be very close by the end of this
fiscal year, and I have here—you remember my hearing last year
and we were all looking at my big plan. Well, you know, I have got-
ten it and we are working on these actions, but they are not all
complete, and if you remember from last year, a good number of
them did extend into fiscal year 2008, in some cases, even beyond.

The plan that we have here, and to just refresh your memory,
this was the assessment of strengthening of controls program we
put in place, continues. We monitor this all the time. A lot of the
organizations throughout the VA are involved in it and we intend
to keep the pressure on. These programs are in three main areas.
The managerial area, and we have made progress. In fact, we fi-
nally finished our handbook. It is a very thick handbook that de-
scribes the VA security program. In fact, that will be issued here
in another week. It includes for the employees the behavior re-
quirements that they must have—standards of behavior is included
in that document. Managerial controls include completing these
policies that we have to put in place, and we are well on our way
to do that.

The organizational controls—the operational controls, rather,
deal with the way we do business, and we have instituted a num-
ber of those, as well.

And then we have the technical controls, the encryption stand-
ards like the port monitoring capability that I have mentioned pre-
viously. Another key one that we now have implemented that we
have sufficient licenses for is the RMS process. That is a better
encryption capability for e-mail. Many of your staff probably have
seen our weekly summaries that we send on incident reports and
a lot of them deal with unencrypted e-mails. Before, we had PKI.
In fact, on my Blackberry here, I can send encrypted e-mails, but
it is not robust enough. We now have the right management sys-
tem that we have sufficient licenses for. This is being distributed
throughout the VA. This provides the capability to send a clear e-
mail, but encrypt the attachment and a number of options that you
can work—much more robust than we have had heretofore. But we
are not going to get rid of PKI. We are going to keep that, as well.
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In fact, the number of licenses continue to grow and the certificates
that people have asked for throughout the VA.

The last thing I want to say in the whole business of achieving
the gold standard, sir, has to do with people. The main—the prin-
cipal issue in all of this is the behavior of our people, the respon-
sible activities—acting responsible and what have you. We have
very intensive training programs going on. I know I have the full
support of hospital directors and RO directors throughout the VA.
There is no question about that. They are behind us in continuing
to help educate our staffs and our employees in acting responsibly.

The incident response capability we have put in place—unfortu-
nately, we see a lot of incidents, but at least they are reporting
them and it is helping us drive down the serious ones. A good ex-
ample is back to the Social Security number issue and encrypted
e-mails and what have you. We now have in place a capability to
shut off an e-mail if a Social Security number is in that particular
e-mail, and we have been working on this for a while. When we
started monitoring this capability, we saw over 7,000 messages
coming through in a particular month that possibly had Social Se-
curity numbers embedded in the e-mails.

We started putting a warning sign on the computers that basi-
cally said, “You are about to send a Social Security number in this
e-mail.” We left the warning for a while and we watched it go down
dramatically. Now we are at the point where if such an e-mail oc-
curs, we take a look at it. If it does have a Social Security number,
we do not let it go through, and it happens fast enough. Why did
we wait for a while before we did that? Back to the impact of the
business. We were very reluctant to implement a dramatic policy
like that without understanding the impact on the business
throughout the VA.

I know it is a rather lengthy answer, sir, but it is a very impor-
tant area, and the last thing I would like to say on all this is some-
times we have to balance it, too. Even Secretary Nicholson said,
why don’t we implement this right away, and sometimes you need
to be careful because you could impact the business. We have got
to always keep track of making sure that we can stay actively en-
gaged with our patients. So it has been a real balancing act, but
the sum is that we have improved the security situation. Fiscal
year 2008 is a key year for us. My plan, we are driving on.

Chairman AKAKA. Thank you, Secretary Howard.

Before I call on Senator Burr, I would like to ask Senator Mur-
ray to assume the Chairmanship while I step out to vote in another
committee and I will be right back.

Senator BURR? Thank you, Mr. Chairman.

General Howard, welcome. I think it is safe to say there is no
louder cheerleader for what you are doing than the Congress of the
United States and we all hope that you are successful in the roll-
out of this new IT structure. As I have heard the specific detail
that you are looking at and that you are implementing, it does
make me a little bit concerned, and I should share it right up front,
that on the back end of this, when we talk about the data sharing
with DOD, that we not get so complicated that we create a new
barrier to our ability to shift that data from one side to the other.
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Let me, if I could, go to some specific questions. You raised a list
of seven priorities. If you would, on a scale of one to ten, ten being
perfect, would you rate each one of those seven priorities from the
standpoint of where you are today in your assessment.

Mr. HOWARD. Yes, sir.

Senator BURR. Thank you.

Mr. HOWARD. Allow me to refer to the priorities. Sir, the first
one—you need to get to page two here.

Senator BURR. Page two.

Mr. HOWARD. Sir, the first one is the business of a well-led, high-
performing IT organization. I would probably say we are probably
at a six there——

Senator BURR. Great.

Mr. HOWARD.—and one of the reasons is—here is a—can I get
into a reason, or just——

Senator BURR. If you will, let us just go through the seven of
them and

Mr. HOWARD. I have got you.

Senator BURR. What I am trying to do is to begin to create a
baseline.

Mr. HOWARD. Right. I would give that one a 6.

Senator BURR. All right. Number 2?

Mr. HOWARD. Number 2 is probably down around 3 somewhere.

Senator BURR. And number 3?

Mr. HOWARD. That is probably a 2 or a 3. That is pretty low.

Senator BURR. And number 4?

Mr. HOWARD. That is up there. That is about a 7.

Senator BURR. And No. five?

Mr. HOWARD. That is about a 7, also.

Senator BURR. And number 6?

Mr. HOWARD. I would say that is an 8.

Senator BURR. And the last one, number 7?

Mr. HOWARD. That is down around five.

Senator BURR. Great. Great. I really thank you for doing this, be-
cause as you know, we have got the GAO coming in, we have got
other individuals that will testify, and I think it is important that
we have a good understanding not just of what the priorities are
but where you are in that process of completing them.

Mr. HOWARD. Sure.

Senator BURR. Now, you said in your testimony that clearly an
important question associated with this realignment is how it has
impacted the delivery of health care and benefits to our veterans.
In my opinion, there has been no significant change in these two
areas, which was a key objective of this reorganization, to do no
harm. Let me ask you, what matrix did you use to determine that
there hadn’t been, as you referred to, a significant change, and in
using that, do you mean positively and negatively or just nega-
tively?

Mr. HOWARD. Both directions, sir, and significant is the key
word. There has been change. I mean, there is no doubt about that.
But—and I deliberately stated it that way, that although there
have been improvements, they haven’t been significant yet. Signifi-
cant is the key. We are working on that, and there have been some
improvements, like, for example, just gaining visibility over the
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various innovative ideas that are going on out there. That is a posi-
tive step.

Senator BURR. How does an IT section make a determination
about the actual delivery of care, though? I mean, is this something
that you have reached out with——

er. HowARD. Feedback from the administration, sir, on that part
of it.

Senator BURR. You have discussed the efforts of moving the IT
organization from a decentralized to a centralized model, and I un-
derstand the motivation and what you hope to achieve in budget
control, standardization of equipment and processes. However, with
a centralized organization, I am concerned about the possibilities
of your office losing touch with local IT needs. How will you ensure
that the hospitals, and clinics receive the IT support they need, and
more importantly, is there a way for them to communicate prob-
lems or recommendations up the chain to your office?

Mr. HOWARD. Yes, sir. We have established an organization. In
fact, the key one, Ray is in charge of the Field Operations. Most
of the individuals that were transferred to us, in fact, work for Ray,
almost 4,000. He has organized the country, if you will, into geo-
graphic regions where we have regional directors in place. We meet
with them very often. The CIOs, the senior IT officials at a hospital
or regional office work for those regional directors and they are also
in communication. In addition to that, we have established an in-
formation security element that also reports to Ray. They are more
independent, though. They report almost directly up to the senior
level.

Now, if you take an environment at the hospital level, and this
is the charge that we have given to the IT individuals throughout
our organization, if you are the senior IT person at a hospital, you
are like me. Your name is Bob Howard. You put on your Bob How-
ard mask or whatever, because you are responsible for everything
I am responsible for at that particular facility, especially making
sure that hospital director is adequately supported. We have
preached that time and time again. There should be no question
about that. And if you ever run into anybody that doesn’t have that
message, I would like to know about it because we have clearly
driven that point home.

Now, that is difficult for some of them because in the past, they
perhaps were just a Member of the staff, you know, on the hospital,
and now they have the charge they are out front. You are now
right outside the hospital director’s office. You have a responsibility
here to stay engaged with that individual, to make sure that not
only his desires are accounted for, but any problems that he may
have.

And along those lines, I mentioned we have our oversight and
compliance capability. Arnie Claudio sitting behind me here runs
that, and he goes out and he looks not just at the hospital director.
He is looking at my people. And we have had a couple of instances
where we have taken action because we were not too happy with
the way the IT community has been operating. In other words, in
our opinion, they were not adequately supporting that hospital di-
rector and we will not stand for that.

Now, all of this will take time to put it in place
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Senator BURR. And I appreciate your passion for that because I
will assure you, if there is a breakdown, the likelihood is those of
us on the dais will be the first to hear about it from an individual
or from a specific facility.

With the Senator from Washington’s indulgence, I would like to
ask one more question, if I could, and it gets at the heart of the
VA-DOD seamless transition of health care records. I understand
some significant progress has recently been made, but the overall
process still seems to be moving pretty slow. In fact, I am aware
that the VA has just recently awarded a contract to pay for a study
assessing what will be required to create a joint inpatient e-health
record. Now, General, I have got to ask you, how is this different
than what we have done before?

Mr. HOWARD. Sir, I will say that the activity between us and
DOD has been better. It has been more intense. In fact, there are
weekly meetings that take place at the Deputy Secretary level——

Senator BURR. But share with me, if you will, what will we learn
from this study that we don’t know today?

Mr. HOWARD. Sir, one thing that we hope to learn, and maybe
clear the air on what we are really talking about, here is a good
example. The absolute key in sharing between VA and DOD has
to do with data. It has to do with the database itself, not as much
with the application. And, you know, we have VistA. DOD has
Alta. You don’t necessarily have to has an exact replica of each ap-
plication, but you must have the ability to get at the data and it
has to be standardized, and this is a key area that we are focusing
on.

I am going to ask Dr. Tibbits in just a minute to chime in on this
because he is leading this effort as far as VAIT is concerned.

There is value in coming as close as we can to a single applica-
tion, but we don’t believe it is totally necessary to get this seamless
transition that we both want. The key again is in the data set, and
that we have a lot of work to do there just in standardizing the
data, you know, call an aspirin an aspirin instead of something
else. I mean, it sounds ridiculous, but it is true. There is a lot of
data standardization work that still remains to be done, so that if
a DOD physician is looking at a particular descriptor, it is the
same thing that a VA physician might be looking at, and work con-
tinues in that area.

Senator BURR. And I hope you would agree that there is a huge
difference between two entities using the same descriptor so that
you can accurately mine that data and trying to replicate two iden-
tical data programs. I mean, Google proved to all of us that they
could come up with a way to mine whatever it is we asked them
to go into and they could do it in a seamless, quick, and fairly suc-
cessful way, given how successful the company has been. Yet in
government, we seem to be bogged down in not accepting what oth-
ers have proven to be paradigms that they can break down and
overcome and we consistently continue to try to look for what the
hurdles are.

I want to hear from the Doctor, but I also just want to express
one more time, my hope is that from this study, there is something
new that we are attempting to learn, some piece of information
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that we don’t currently have. If not, I would love to see us bypass
a study and begin with further implementation. Doctor——

Mr. HOWARD. Sir, along those lines, I don’t believe there is a doc-
ument, you know, one document, where you can read about both
systems in one place, VistA and Alta, and a comparison in detail,
you know, not a DOD perspective or a VA perspective, but an inde-
pendent look at what we really—because, again, making sure we
know what we are talking about is awfully important here. This is
really complex stuff. I have the famous egg here on the VistA sys-
tem. I mean, this is really complicated. Of course, Alta is com-
plicated, as well. This study, we think, will help us bridge the
knowledge gap and a better understanding of what we are dealing
with, but I would ask Paul if he wants to add anything to that.

Dr. TiBBITS. Senator, thank you so much for the opportunity.
Well, I can only emphasize what General Howard said. First of all,
the study is going to give us a first-time look at both systems side
by side from an inpatient perspective. In VA, we happen to have
a very integrated capability right now, inpatient, outpatient, the
full view of taking care of a patient.

In addition, the study is going to help us clarify objectives, and
I want to spend a few seconds on that if I can, on clarification of
objectives. It is very clear to me that everyone is rightfully quite
interested in information sharing to improve services to veterans.
In addition to and over and above that objective, there are other
objectives that one could focus on, for example, less costly develop-
ment of software. Those are not necessarily strongly related objec-
tives to each other. One thing this study is going to do is help tease
apart, clarify, and focus people on one objective versus the other
and make sure activities align with either one or both as we both
come to agree what the objectives are.

Clearly, serving veterans is everybody’s highest priority. Infor-
mation interoperability in the context that you have asked the
question is clearly much more important with respect to that objec-
tive than is the joint development of software, which at the end of
the day, with respect to serving the veterans, is really pretty mar-
ginal with respect to its contribution. It might save the Department
some money, but it is really not a key to serving the veterans’
needs. Standardizing the data and information sharing is.

So over and above the study, you asked what are we doing? Are
all of our eggs in one basket with respect to the study itself? The
answer is no. Because of the interest of the administration in VA—
DOD sharing, this process has been initiated where both Deputy
Secretaries, Deputy Secretary of Defense and our Deputy, meet
weekly, and therefore there are other meetings at a lower level
weekly, which I am involved in. I am co-chair of the Live Action
Four For Information Sharing with my counterpart, the Principal
Deputy Assistant Secretary of Health Affairs, Dr. Steve Jones, and
we are moving beyond just the study.

The study, again, focuses on inpatient, data and applications. We
are more broadly interested in serving veterans in the full spec-
trum of information interoperability, and in fact, less interested
broadly in the applications themselves for that reason.

So one of the ideas that we have articulated and Dr. Jones has
agreed with, and I don’t want to speak for him so you will have
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to talk to him, and the customers in VHA who have also agreed,
with whom we are working this very closely—to actually look at
the two databases underneath both of the Departments’ medical
records. In our case the Health Data Repository, in the case of the
Department of Defense the Clinical Data Repository. Those are the
databases.

The real key to information sharing is what do we do in the fu-
ture with respect to those two databases, irrespective and over and
above and totally aside from what we do with the applications.
With respect to those two databases, we are actually now beginning
to look at what it would take to converge those databases so that,
if feasible—and then working out a cost and schedule to do that—
if feasible, it would, in fact, not only serve the information inter-
operability and service objectives of taking care of veterans and ac-
tive duty servicemembers, but at the same time, largely liberate
both Departments from the consternation of which application set
you happen to want to use because my application set is better
than your application set or whatever it happens to be, or because
applications happen to be tailored to the mission of the organiza-
tion where DOD has a medical support mission in theater which
we do not have.

So there are very good reasons why one would want to optimize
software applications to do different things while converging the
databases underneath. So, per se, it is a much broader look at data
than that study itself is intended to focus on and we are moving
down that pathway to initiate that assessment ourselves with the
VA and DOD, smart people who can do that.

Senator BURR. Doctor, I thank you for that answer because that
gives me a much greater assurance that there is some value to, in
fact, the study, and I hope all of you know why the question comes,
is that we have asked it before. We have gone through a process.
I am not sure at that time we knew what it was we were looking
for or where it was we were trying to go. I feel fairly confident you
know where you want to go and I know from your answer you
know what you are looking for. I thank the Senator from Wash-
ington.

Senator MURRAY [presiding]. Thank you, Senator Burr, and Mr.
Secretary, again, thank you for being here. Let me just follow up
on that a little bit.

I think you sense that we are all frustrated that we keep talking
about an Electronic Health Care Record system and the date keeps
moving out. I understand the complexity of what you just walked
through with us, but in 2003, the President’s task force told us or
recommended that a fully operational Joint Health Care Records
System be available by 2003. It is 2007. We are now being told it
is going to be 2012. I think we are all really worried that about
2011, we will hear it is 2020. Can you give us a time line of when
we can see this?

Mr. HOWARD. Senator Murray, I mentioned for modernizing our
application for 2015, and that has been on the table for a while.
We share the same frustration you do. This is extremely complex
stuff. I mean, it really is, and the estimates that we have laid on
the table in the past simply were not accurate. As we dig more and
more into this, we find improvements that have to be made in just
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program management of some of these activities in order to bring
this forward.

The intensity that we now see between DOD and VA—much of
that is a result of the press of Congress, as you know—we believe
is going to improve things. I feel more comfortable with the time
lines that you mentioned than I might have a year ago. And all I
can tell you is we will keep the pressure on and continue to work
toward a solution as rapidly as we can.

Senator MURRAY. Well, feel the pressure.

Mr. HOwWARD. Yes, we do. We do. And we know that you have
been generous in the funding side. We are reluctant to ask for
money that we don’t need. We don’t want to——

Senator MURRAY. Twenty-fifteen, that is a long time away for all
of the issues that we have seen because of the lack of sharing infor-
mation and challenges and problems and everything else. That is
very hard for me to go home and tell the people I represent that,
yes, we have a problem, but it is going to be long past any of
us

Mr. HOWARD. And when I say 2015, this is modernizing this.
This is no more VistA. This is a brand new, modernized system.
But in that period of time, in fact, I think you have a copy of it
in front of you now, if you look at the lower right, you will see the
various phases. If you look at that color scheme

Senator MURRAY. Yes.

Mr. HOWARD.—you will see that whereas the whole egg may go
out to 2015, quite a bit of this——

Senator MURRAY. What will we see sooner than that? Let me ask
that question.

Mr. HOWARD. Let me ask Paul to answer that.

Dr. TiBBITS. Yes. As General Howard pointed out, the 2015 is for
everything you see in that chart, which is the data and the applica-
tions in our Department’s Electronic Health Record. That is not the
schedule for information interoperability between the two Depart-
ments. And again, I would encourage you, Senator, and all here to
think about the application software versus the data.

While that is going on, we have other activities, some of which
I mentioned already, focused on the sharing of the information
itself at the database level, which would not require full exporting
of all the applications over to the new platform. And interoper-
ability is not an all-or-none phenomenon. It is shades—fortunately
or unfortunately, comes in shades of gray, and the shades of gray
are anything from what would amount to a computerized fax,
where electronically information is sent back and forth that is not
computable but electronic, all the way over to fully interoperable
data where my blood pressure in one system and my blood pressure
in another system can be put together on one chart and added, sub-
tracted, multiplied, and divided together, fully computable data.

Those activities are underway now, and the reason we can’t pro-
vide you—I cannot with confidence provide you an answer to the
schedule question, it is not that date, it is the mix of standardiza-
tion work, which you know to have been going on already to make
sure when I say blood pressure and you say blood pressure we
mean exactly the same thing, that is the main standardization
work. That is very painful, laborious work for which we still need
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to articulate a full schedule between the two Departments, which
is not necessarily 2015.

On top of that, however, I want to add that there is a lot of value
in health care delivery to the exchange of information electronically
that is not fully computable. That can happen faster. It does not
require full domain standardization and that would require, in
order to approach this in a rational way, to focus on the high-pri-
ority problems that we in the Department and DOD are now expe-
riencing, Traumatic Brain Injury, PTSD, et cetera, et cetera. What
is the structured, computable data that relates to those conditions?
What is the unstructured and heretofore non-computable data that
relates to those conditions? Putting a plan together whereby both
of those together get shared between both Departments, and noth-
ing I just said requires standardization of the application

Senator MURRAY. I think we all are beginning to understand the
complexity of this, but on the other side, we have got to keep the
pressure on. This has to be done. There are too many problems
with the current system and we want to see improvements, and I
know my constituents do, the people who use these records.

Let me go back, Secretary Howard. I know in my opening state-
ment I mentioned this issue, and I know both Senator Akaka and
Burr did, too, that I think we all get that there are clear benefits
from centralizing your IT system, as you shared with us. But we
are hearing from some of our local VAs that they are very con-
cerned that the centralized model will take away some of their abil-
ity for innovation and flexibility, particularly in perhaps pur-
chasing. I just want to ask you how you are going to make sure
that we don’t lose that really important flexibility at the local level.

Mr. HOwWARD. Ma’am, communication is the key to that and we
do have very good communication with the individuals that we sup-
port, you know, from the administrations. We clearly do not want
to impact that negatively.

What they are experiencing, though, there is a bit of frustration.
If I was a hospital director, I got my resources, I got what I needed
to do my job, fully decentralized operation, quite frankly, there is
probably no one in this room that would prefer not to operate that
way. That is a good way to operate. The only difficulty is a big or-
ganization like we have, if you don’t keep adequate control over
that, you begin to lose standardization and interoperability, which
is where we find ourselves today. So the idea is to try to centralize
those activities but without excluding the individuals that we are
supporting, and there is no intent to do that.

Communication is the key. We do have a governance process in
place where there is active involvement from the administrations
and the staff agencies that we support. I can assure you that as
far as my objective is concerned, our objective is clear, an open
transparency, open communications.

Senator MURRAY. OK. I did want to ask you about communica-
tions, too, because as you recall, when the VA lost the information
of 26.5 million veterans a while back, reporting that was a huge
issue. Congress didn’t know about it immediately. People who were
affected did not know about it. Apparently information was out
there. Two weeks later, Congress was told about it. Two weeks
after that, we were told that 50,000 Navy personnel were affected.
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The next day, it was another figure and more people. What have
we done to make sure that if a breach occurs today, that the infor-
mation is there immediately so those people whose information has
been impacted will know right away?

Mr. HOWARD. Senator Murray, we have got a lot of initiatives
going on here, but if there is one area where we have absolutely
improved things, it is in the incident reporting and incident re-
sponse area. There is no doubt about that. Incidents are now re-
ported very rapidly all the way up to the Secretary. As soon as I
read the daily incident reports, a copy is at the Secretary’s level
also. There is no reading the thing and massaging it before it goes,
and to U.S. CERT, to the Computer Emergency Response Team.
You know, we have to report within 1 hour. We don’t even think
about it. It goes right to them as soon as it comes to us.

Now, what that has resulted in is a lengthy list of incidents, be-
cause what we have told people, again, if you even think that you
have an incident, don’t think too long. Get it reported so we can
do something about it. We would much rather have that than
worry about the length of our reporting, our reporting list.

Senator MURRAY. What happened in between.

Mr. HOWARD. So the thing is that we also have weekly meetings
to resolve these. If we don’t have sufficient information regarding
a particular incident, we demand that and issue papers and what
have you. As I mentioned, my oversight and compliance team led
by Arnie Claudio is constantly moving. He has done almost 95 as-
sessments since January, looking at the hospitals, looking at things
that are wrong that may never make the incident reports because
they catch them in time. They have also discovered things that
they have reported in our incident response program.

So that area, I feel fairly comfortable that we are at least able
to capture the incidents and adequately report them and then do
something about them.

Senator MURRAY. OK. Mr. Chairman, I just have one additional
question. I wanted to ask you, I understand that there was a recent
outage of the VA’s electronic medical information that affected
about 17 of our VA medical centers. Can you share with us what
the impact of that outage was on their operations and what we are
doing to prevent that from happening again?

Mr. HOWARD. Yes. This was a big deal and we are very, very con-
cerned about it. This refers to the Regional Data Processing Center
Initiative that I believe you are aware of. The Regional Data Proc-
essing Center Program was put in place in response to 9/11, to seri-
ous incidents like that, and what we mainly were concerned about
was the loss of the information. And so we began to migrate VistA
systems into highly protected data centers, and this is a tier four
data center that you are referring to in Sacramento.

What we did not do, and first of all, that incident was inexcus-
able. The fact of the matter is we were down for too long. There
was human error involved, probably the press of business, you
know, thinking that this particular act would solve the problem
and bring the systems back up, in fact, was wrong. It did not solve
the problem and the system went down again.

And so we have corrected that. In fact, Arnie Claudio, my over-
sight people were on the scene. We also have a team that is cur-
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rently at work trying to examine in great detail what might have
happened. And in addition, we are putting a contract in place for
an independent look at just what we are doing here, because what
we have discovered is the VistA application itself is perhaps—does
not really lend itself to a robust Regional Data Processing Initiative
like that. We need to understand that better.

The final thing I will say about it that we have discovered is the
read-only capability at the hospitals. In other words, the systems
went down in the Regional Data Processing Center, but there was
a read-only capability at hospital level. What we have discovered
is that at some hospitals that read-only capability was not robust
enough. We don’t know why. We may not have done that in the
past. But that can’t happen.

In fact, in one hospital, they were only able to accommodate 300
users. Well, that is not good enough. You know, at a hospital level,
you need to be able to sign in and sign out a lot more than 300.
So we are taking a look at that. We clearly need to provide a more
robust back-up capability and a fail-over capability because if it is
a finance system that goes down, you might be able to afford a few
hours’ wait. You can’t afford that with hospitals and we clearly un-
derstand that. We are examining it in great detail. In fact, I have
directed no further migration of the VistA systems into the Re-
gional Data Processing Centers until we can understand in detail
what is going on.

There is some concern over distances. You know, on the West
Coast, the hospitals are much more spread out geographically, as
you well know. That may be a factor in what we are experi-
encing:

Senator MURRAY. Well, if I can ask you to share with this Com-
mittee the information as you get it from what happened and what
you are doing to respond and make sure that we are doing every-
thing we can to fix that, I would appreciate it.

Mr. HOwWARD. We will, Senator Murray.

Senator MURRAY. Thank you. Mr. Chairman.

Chairman AKAKA [presiding]. Thank you very much, Senator
Murray, for your questions.

I understand, Mr. Secretary, that almost a year ago, VBA asked
for access to the Electronic Health Record files because of the
delays in processing claims and this request has not been ap-
proved. It is my further understanding that VBA will not be able
to view these records until sometime in 2008. Now, Secretary, dur-
ing an oversight visit to the Honolulu regional office, Committee
staff learned that claims are being delayed because VBA staff are
not able to read medical reports which are scanned into VHA’s elec-
tronic health system.

Given the current backlog in claims processing, this seems like
an IT solution that should be given a priority, and you mentioned
priorities being important here. So my question to you is what can
be done to improve the electronic transmission of medical informa-
tion from in-house VHA to VBA in a more timely manner?

Mr. HOWARD. I am going to ask Dr. Tibbits to answer that, but
I will say one thing, sir. In what you are describing, there is always
a concern over security and privacy. In other words, we are dealing
with health information and that is one of the things that when-
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ever we permit another agency to look at our information, the secu-
rity and the privacy aspect of it is extremely important and we
need to make sure those procedures are in place during the trans-
mittal of the information. But I would ask Dr. Tibbits to comment
on that.

Dr. TIBBITS. Senator, thank you for your question. First, let me
start off by saying I am going to plead ignorance here and tell you
I am going to have to take your question for the record and get
back to you with a more specific answer. That said, I work very
closely, I would say nearly on a daily basis, with the key business
leaders inside of the Veteran Business Administration, VBA. None
of them have told me that there is a pending request to view med-
ical data that they currently view as high priority that we have not
been able to address, so I want to find out exactly what that is and
let you know with more specificity.

That said, there are capabilities in place today by which the med-
ical data, to some extent, medical data can be viewed by claims ad-
ministrators for the purpose of processing benefits claims. Why
that might not be adequate or what additional capability they
need, I am going to need to go back and find out. That is not a re-
quest that I am actually aware of.

Chairman AKAKA. Thank you. As you can see, as was said, to
wait until 2008 really delays the system.

Secretary Howard, as I mentioned in my opening statement, my
requested investigation on VHA’s waiting times yielded findings
about the accuracy and completeness of the waiting lists. Senator
Tester has also brought my attention to the need to refine the
pharmacy ordering system so that prescriptions aren’t mailed out
to veterans until they are needed. Is responsibility for matters such
as fixing the electronic waiting list and refining pharmacy systems
your responsibility or does that still vest in VHA?

Mr. HOWARD. Sir, defining the requirement is VHA. Solving the
problem is primarily VHA, but clearly we can provide assistance in
the IT arena because sometimes the solution may not be totally IT.
It may be a methodology kind of fix that needs to be put in place.
But the requirement definition of it, prioritization of it, having us
work on it, that is a VHA responsibility.

Chairman AKAKA. Do you happen to know what priority does VA
place on finding specific health information solutions?

Mr. HOWARD. On that one, sir, I would have to get back to you.
I don’t know where that would lie on the list.

Chairman AKAKA. Thank you. Secretary Howard, I understand
there was a recent outage of VA’s electronic medical information
system that affected 17 VA medical centers. What was the impact
of this outage on these facilities’ operations and what is VA doing
to prevent this from recurring?

Mr. HOWARD. Yes, sir. In fact, Senator Murray asked a similar
question. This involved the Regional Data Processing Center out in
Sacramento. We experienced difficulties in input-output loads, ex-
cessive times involved. The system did go down. The reason the
number of hospitals, there were 17 hospitals affected was because
we had regionalized the VistA systems and this regionalization was
done in order to better protect the information involved. In other
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words, it actually went all the way back to 9/11. This program
itself has been in existence for a number of years.

In this particular case, human error was involved. A fix was
made to the system that should not have been made. They did that
in order to try to bring it up and that did not happen. It went down
again. In hindsight, another mistake that was made is that they
did not make the decision to fail-over these particular VistA sys-
tems to our back-up in Denver, Colorado, which could have been
done. So there were a number of mistakes made.

We have already conducted several reviews of what happened
and we are going to conduct a third. The third review will be much
more comprehensive because we now want to take a very hard look
at what we are doing with respect to regional data processing
across the country, to include not only the VistA systems, but some
of our corporate data assets, like, for example, in our Austin Auto-
mation Center, Hines, and Philly, which weren’t part of this par-
ticular program in the past.

There are other aspects of what we have discovered. For exam-
ple, in order to provide a back-up capability, we actually do have
read-only VistA capability remain at the hospital level. They did
have this read-only capability. However, in a couple of instances,
we have discovered that was not robust enough and we need to cor-
rect that. The read-only capability must be adequate to support the
particular hospital that has it.

So in summary, this resulted from human error, but it has also
surfaced some issues that we need to address very quickly here be-
cause this whole program is extremely important, because we do
need to protect the information inside very well-protected data cen-
ters, which is what the Sacramento data center was, a tier four,
very—and all kinds of organizations are moving toward that way
of doing business, you know, putting their data inside very highly
protected data centers. We need to step back and make sure that
the VA’s program makes sense and that we are not pushing things
too fast and that we have the right back-up capability in place in
order to continue to support the mission.

Chairman AKAKA. Secretary Howard, it seems as though VA has
been in the process of modernizing its health and benefits IT sys-
tems for years. GAO reviews have consistently cited poor program
management as one of the major reasons for a lack of progress.
What is VA doing to address the issue of improving the program
management for the modernization of its health and benefits IT
systems, and what is the timeframe for completing the migration
of VistA and BDN to modern IT platforms?

Mr. HOWARD. Sir, I am going to ask Paul Tibbits in a minute to
describe the specifics of the migration, because it is a multi-year
process both with respect to VistA modernization and the
VETSNET in support of VBA.

On the discipline aspect within program management, you hit
the nail on the head. We have clearly seen that. There have been
a number of studies. In fact, Carnegie Mellon did a study, as well,
that highlighted that as a problem. Fortunately, Dr. Paul Tibbits
has a great deal of DOD experience in the acquisition process, a
disciplined acquisition process which, quite frankly, we do not have
to the degree we need to in the VA. We have recognized that. Dr.
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Tibbits is well on the way to solving that problem, to provide ade-
quate baselines, cost, and performance, earned value metrics, all of
those things that need to be done within a robust, well-disciplined
acquisition and program management process.

We are on the way to improving that, but I will tell you, we have
got a long way to go, and I would ask Paul Tibbits to comment, be-
cause he is in charge of the program managers that you are refer-
ring to.

Chairman AKAKA. Thank you.

Dr. TiBBITS. Senator, thank you very much for the very impor-
tant question. Actually, the two are quite related to each other, the
program management and the BDN migration, and let me just
start off with that relationship, which I think, by the way, my per-
sonal opinion is that the centralization of IT authority in the De-
partment positions the Department very well to do the workforce
reshaping necessary to inculcate those disciplines which you are re-
ferring to were absent in the past.

In any case, when my organization was stood up, which was real-
ly April of this year, I was fortunate to inherit the VETSNET Pro-
gram, which over the preceding 18 months or so, in responding to
specific findings of a Carnegie Mellon study, had set up an excel-
lence governance and program management structure, in fact, good
enough in my view that it has served as a template of program
management and governance which we are, in fact, exporting to
the rest of VA and to other programs.

I mention that because that is an example of a very good pro-
gram management discipline applied specifically to the problem
you asked about, which is migration off of BDN. So that particular
piece of the Benefits Delivery Network system is being delivered on
time, at cost, as promised, based on a schedule that was created,
I would say, approximately 18 months ago, and much of that due
to careful oversight by both VBA itself and external entities,
MITRE, in making sure that the recommendations of the Carnegie
Mellon study were, in fact, institutionalized in the way that pro-
gram is managed.

We are now challenged with taking that as a model and export-
ing it throughout the rest of the VBA and the rest of VA. We have
done so in our FLITE program, for example, which is the internal
financial management and logistics system. We have exactly pat-
terned, and now have approved and have actually stood up a gov-
ernance structure on top of FLITE which is a template and rep-
licate of the governance structure that was set up by VBA on top
of VETSNET.

The rest of the capabilities, education, vocational rehab on
VETSNET migration, using that discipline, we are approaching in
two ways. One, a code migration pathway which will give us ex-
actly the same functionality but in new software, and a separate
set of initiatives which will give us new functionality and new soft-
ware, two different pathways to get off of that industrial—a system
that has exceeded its industrial life.

The target date for both of those is 2011. Right now, that is our
target date to complete both of those pathways. Whether we will
have to, in fact, continue down both of them will remain to be seen
as we learn more about each of those pathways as we go along. But
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at the moment, we are wearing belt and suspenders with respect
to trying to get off of that platform. That is the program manage-
ment discipline piece and how we have applied it to migration off
of BDM.

Chairman AKAKA. Well, I want to thank you, Dr. Tibbits, and,
of course, Mr. Secretary for being here today.

There has been a vote that has been called. It is on now, and so
I want to thank you for your testimony. Without question, it is
going to be helpful. At least we have timeframes here to look at
and we have an idea of how we are approaching the kind of prob-
lems that we are facing, as well, in the system. As you mentioned,
Mr. Secretary, it is not the technology, it is really the ability of the
managers and you have filled that slot real well and we are looking
forward to continuing to work with you on this.

We will take a recess now for 10 minutes and I will be back after
that vote and we will have them panel two. Thank you very much,
and this Committee hearing is in recess.

Mr. HOWARD. Thank you, sir.

[Recess.]

Chairman AKAKA. Will the panel please be seated. The hearing
will come to order.

I am pleased to welcome our second panel. First, is Valerie Mel-
vin, the Director of Human Capital and Management Information
Systems Issues at GAO. Next is Stephen Lucas, the Director of the
James A. Haley VA Medical Center in Tampa, Florida. Then we
have Kim Graves, the Special Assistant to the Under Secretary for
Benefits at VA, who has a particular responsibility for IT matters
in VBA. Last is Dr. John Glaser, the Vice President and CIO of
Partners HealthCare in Boston, Massachusetts.

I want to thank you all for being here and look forward to your
testimony. The witnesses will testify in the order that I just intro-
duced you. I ask that you keep your statements to 5 minutes. Your
full statements will be included in the record.

Ms. MELVIN?

STATEMENT OF VALERIE MELVIN, DIRECTOR, HUMAN CAP-
ITAL AND MANAGEMENT INFORMATION SYSTEMS ISSUES,
U.S. GOVERNMENT ACCOUNTABILITY OFFICE; ACCOM-
PANIED BY McCOY WILLIAMS, DIRECTOR, FINANCIAL MAN-
AGEMENT AND ASSURANCE TEAM, U.S. GOVERNMENT AC-
COUNTABILITY OFFICE; GREGORY WILSHUSEN, DIRECTOR,
INFORMATION SECURITY ISSUES, U.S. GOVERNMENT AC-
COUNTABILITY OFFICE; AND BARBARA OLIVER, ASSISTANT
DIRECTOR, INFORMATION TECHNOLOGY, U.S. GOVERNMENT
ACCOUNTABILITY OFFICE

Ms. MELVIN. Mr. Chairman, thank you for inviting me to discuss
VA’s Information Technology Program. In serving our Nation’s vet-
erans, VA spends about $1 billion annually on information tech-
nology, but the Department has been challenged in managing its
IT programs and initiatives. To address this challenge, VA is re-
aligning its organization to centralize IT under the Chief Informa-
tion Officer, guided by a defined set of improved management proc-
esses. VA began this realignment in October 2005 and plans to
complete it by July 2008.
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At your request, my testimony today summarizes our previous
work on the Department’s realignment efforts. In this context, I
will also briefly discuss our recent work on several of the Depart-
ment’s IT programs and initiatives, including information security,
inventory control over IT equipment, the modernization of existing
benefits systems, and sharing electronic health information with
the Department of Defense.

In short, VA has made progress in moving to a centralized struc-
ture. However, when we last reported in June, it still had to ad-
dress several of six factors that we identified as critical to a suc-
cessful transformation. In this regard, it either acted or indicated
intent to act on all except one factor, to dedicate an implementation
team to manage this important change.

In addition, while improved management processes are a corner-
stone of the realignment, as of May, VA had not made significant
progress, having only begun to pilot test two of 36 planned new
processes. In our view, an implementation team and established
management processes are fundamental to the overall success of
the realignment initiative.

In the meantime, VA has ongoing programs and systems develop-
ment initiatives that depend on effective management and use of
IT resources, the essence of the realignment. Our recent studies
have noted measures of progress in these areas, but more work re-
mains, including addressing numerous and longstanding informa-
tion security recommendations that we and the Department’s In-
spector General have made.

For example, our report being released today notes that although
VA has made progress, it has not yet fully implemented numerous
recommendations to strengthen its information security practices.
Also, while it has begun to realign its security program, it has not
completed development of improved security management proc-
esses or ensured effective coordination between organizations re-
sponsible for information security functions.

In addition, our prior work noted that VA had taken certain
steps to strengthen controls over IT equipment, such as clarifying
property management policies. Overall, however, it had not en-
sured consistent implementation of controls to effectively account
for its IT equipment inventory.

Regarding VA’s modernization of existing benefits systems, our
recommendations have placed particular emphasis on the need for
comprehensive planning. In turn, we recently noted after the im-
plementation of improved management processes, progress on the
Veterans Benefits Administration’s new compensation and pension
benefits system. Further systems development is needed, however,
and certain process improvements must still be institutionalized to
realize continued success.

In VA’s effort to share electronic health information with DOD,
a milestone was achieved when the two Departments began ex-
changing limited medical data at selected sites through an inter-
face between their respective new data repositories. However, to
fulfill the long-term vision of a comprehensive electronic medical
record, much work is still needed, including effectively planning
and managing efforts to expand data sharing among both Depart-
ments.
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In summary, Mr. Chairman, VA is making progress in its IT re-
alignment, but important work remains to ensure that effective
management processes exist and that its IT programs and initia-
tives are fully and successfully implemented. Further progress in
these areas could be significantly aided by the key management
processes that are the cornerstone of the realignment. Until these
processes are fully institutionalized throughout the Department,
VA may not realize the full benefits of the realignment or achieve
its many IT goals.

This concludes my prepared statement and I would be happy to
respond to any questions that you may have.

[The prepared statement of Ms. Melvin follows:]

PREPARED STATEMENT OF VALARIE C. MELVIN, DIRECTOR, HUMAN CAPITAL AND
MANAGEMENT INFORMATION SYSTEMS ISSUES
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Mr. Chairman and Members of the Committee:

Tam pleased to participate in today’s hearing on the information
technology program of the Department of Veterans Affairs (VA). As
you kniow, the department depends on information technology (IT)
to effectively serve our nation’s veterans, with an IT budget that
amounts to about $1 billion annually. However, VA has encountered
numerous challenges in managing its IT resources, as we have
reported over the years. In our more recent reporting, we have
identified challenges in security management, inventory control,
project management, and other I'T management processes.' One
factor contributing to the development of these challenges has been
the department’s management structure,’ which until recently was
decentralized and gave the VA administrations® and headquarters
offices’ control over a majority of the department’s IT budget.

In October 2005, VA initiated a realignment of its IT program to
provide greater authority and accountability over its resources. The
goals of the realignment were to centralize IT management under
the department-level Chief Information Officer (CIO) and to
standardize operations and development of systems across the
department through the use of new management processes based on

‘For le, GAQ, I i i ined M: Commi and

[ ight Are Vital to Resolvi Weak at the Depariment of Veterans
At}’mts, GAO-07-1019 (Washmgvon D C Sept 7, 2007), Veterans Affairs: Inadequate
Controls over IT Equi] lected VA L fons Pose Continuing Risk of Thett, Loss,
and M iation, GAO{)7 505 (Washington, D.C.: July 16, 20()7), VetelansAﬂ'aus Lack
of Accountabilify and Controf Weak over IT Equir d VA L
GAO-07-1100T (Washington, D.C.: July 24, 2007); and ¥ A

Progress Made in Long-Term Effort to Repiace Benefits Payment Systern, but C‘lzal]enges
Persist, GAO-07-614 (Washington, D.C.: Apr. 27, 2007).

*GAO, Veterans Aftairs: The Role of the Chief Information Officer in Effectively Managing
Information Technology, GAO-06-201T (Washington, D.C.: Oct. 20, 2005 ) and Veterans
Affairs: The Critical Role of the Chief Information Officer Position in Effective Information
Technology Management, GAO-05-1017T (Washington, D.C.: Sept. 14, 2005).

*The VA comprises three istrations: the Veterans Benefits Admini
the Veterans Health Administration, and the National Cemetery Administration.

“The headquarters offices include the Office of the Secretary, six Assistant Secretaries, and
three VA-level staff offices.

Page 1 GAO-07-1246T
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industry best practices. Completion of the realignment is scheduled
for July 2008.

At your request, my testimony today will summarize our work on
the department’s efforts in moving to a centralized IT management
model, which will affect all of VA’s IT programs and initiatives. In
this context, we will also discuss our recent work on

‘

information security,
inventory control over IT equipment,

migrating existing (“legacy”) benefits systems to modern platforms,
and

sharing electronic health information with the Department of
Defense (DOD) and the prognosis for a DOD/VA bidirectional
interoperable electronic health record.

In developing this testimony, we reviewed our previous work in
these areas. All work covered in this testimony was performed in
accordance with generally accepted government auditing standards.

Results in Brief

VA has made progress in moving to a centralized management
structure for IT; however, at the time of our review in May 2007, it
had still to address some critical success factors for transformation,
and it had not yet institutionalized key IT management processes.’
The department’s plans for realigning the management of its IT
program include elements of several of the six factors that we
identified as critical for its implementation of a centralized
management structure. However, as of May 2007, VA did not plan to
address one of the critical success factors: dedicating an

*GAQ, Veterans Affairs: Continued Focus on Critical Success Factors Is Essential to
Achieving I fon T Reali; GAO-07-844 (Washington, D.C.: June 15,

2007).

Page 2 GAO-07-1246T
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implementation teamn to manage change. Having such a team is
important at this stage, because the realignment is not expected to
be completed until July 2008, Without a team dedicated to managing
the realignment, it is less likely that the department will be able to
ensure that the realignment is managed effectively throughout its
implementation. In addition, although the department had begun to
take action to establish improved IT management processes-—a
cornerstone of the realignment—it had not made significant
progress at the time of our report. As of May 2007, it had begun pilot
testing 2 of 36 planned new processes. Until it institutionalizes key
management processes throughout the department, the full benefits
of the realigranent may not be realized.

In the meantime, VA is undertaking a number of programs and
initiatives that depend on the effective management and use of IT
resources. The department has made progress in its programs and
initiatives, but much work remains,

In a September 2007 report, we state that although VA has made
progress in addressing security weaknesses, it has not yet fully
implemented key recommendations to strengthen its information
security practices.® In addition, although the management structure
for information security has changed under the realignment,
improved security management processes have not yet been
completely developed and implemented, and responsibility for the
department’s information security functions is divided between two
organizations, with no documented process for the two offices to
coordinate with each other.

With regard to the department’s IT inventory control, we reported
recently that a weak overall control environment for IT equipment
at four audited locations posed a significant security vulnerability to
the nation’s veterans with regard to sensitive data maintained on

*GAO, I fon Security: ined Mz Ce i and Oversight Are Vital
Resolving L 2 k at the De of ¥ Alfairs, GAO-07-

to
1019 (Washington, D.C.: Sept. 7, 2007),

Page 3 GAO-07-1246T
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this equipment.” VA had taken some actions to improve controls
over IT equipment, such as issuing several new policies to establish
guidance and controls for information security. In addition, the
organizational realignment had begun, but as it was not yet fully
implemented, improved processes for inventory control had not
been established.

'VBA has been pursuing efforts to migrate benefits processing from
its aging legacy system and develop modernized replacement
systems.® We reported that two initiatives {one on compensation and
pension payments and another on education benefits) had both been
hindered by project management weaknesses and in particular the
lack of integrated project plans. In April 2007, we reported that the
compensation and pension replacement project had improved its
management processes and made progress; VA concurred with our
recoramendation that the improved processes be incorporated into
specific policy and guidance for all IT projects in the department.
Such processes could benefit the education benefits project: when
we reported in July 2007, the initiative had achieved some
enhancements in claims processing, but the absence of an
integrated project plan meant that critical elements were missing for
effectively guiding the project to completion, such as an overall
approach for coordinating various improvement initiatives.

As we testified in May 2007, VA and DOD have made progress in
both long- and short-term initiatives to share health information, but
much work remains to achieve the goal of a shared electronic

"GAD, Veterans Affairs: Inadequate Controls over IT 7 at Sele VA L

Pose Continuing Risk of Theft, Loss, and Misappropriation, GAO-07-505 (Washington, D.C.:

Ju]y ]6 2007) and Veterans Affairs: Lack of Accountability and Control Weaknesses over IT
at d VA L i GAO-07-1100T (Washington, D.C.: July 24, 2007).

GAO, Ve 4 ation: Progress Made in Long-Term Effort to Replace
Benefits Payment System, but ChaHenges Persist, GAO-0T-614 (Washington, D.C.: Apr. 27,
2007), and Veterans' Aﬁ"ﬂlls Improved Planning Needed to Guide Development and

of & Spstem, GAO-07-1045 (Washington, D.C.: July 31,

2007).
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medical record and seamless transition between the two
departments.’

« Under their long-term initiative, the departments had begun to
exchange limited medical data (at selected sites) through an
interface between the data repositories for the modern health
information systems that each department is developing.
Although implementing this interface is a milestone toward the
departments’ long-term goal, VA and DOD must still extend the
current capability throughout both departments, finish
developing their two modernized systems, and transition from
their existing systems." The departments have not yet projected a
final completion date for the whole initiative.

¢ In their near-term efforts, the departments have completed a
system for one-way transfer of health information from DOD to
VA when service members leave the military, and they are
conducting demonstration projects to exchange limited data at
selected sites, The departments have also established ad hoc
processes (such as scanning paper records) to meet the
immediate need to provide data on severely wounded service
members to VA's polytrauma centers.

These multiple initiatives and ad hoc processes highlight the need
for a project plan that integrates both long- and short-term
initiatives. Without such a plan, it remains unclear how all the
inijtiatives are to be incorporated into an overall strategy focused on
achieving the departments’ goal of comprehensive, seamless
exchange of health information.

In the reports covered by this testimony, we have made numerous
recommendations aimed at improving the department’s

*GAQ, Information Technology: VA and DOD Are Making Progress in Sharing Medical
Information, but Are Far from Comprehensive Electroniec Medical Records, GAO-07-852T
{Washington, D.C.: May 8, 2007).

®Among other tasks required to coraplete development, the two departments must agree to
standards and populate the data repositories for the categories of medical information that
have not yet been addressed: that is, all categories except outpatient pharmacy and drug
allergy data.

Page 8 GAO-07-1248T
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management of its IT programs and initiatives. VA has agreed with
these recommendations and has taken action or plans to take action
to implement them. If this implementation is properly executed, it
could help the department to realize the expected benefits of the
realignment, as well as the aims of its programs and initiatives.

Background

VA'’s mission is to promote the health, welfare, and dignity of all
veterans in recognition of their service to the nation by ensuring that
they receive medical care, benefits, social support, and lasting
memorials. Its three major components, the Veterans Benefits
Administration (VBA), the Veterans Health Administration (VHA),
and the National Cemetery Administration, are primarily responsible
for carrying out this mission. Over time, the use of IT has become
increasingly crucial to the department’s effort to provide benefits
and services. VA relies on its systems for providing access to
medical information to ensure high-quality health care for veterans
as well as for processing benefit clains, including compensation and
pension and education benefits,

In reporting on VA's IT management over the past several years, we
have highlighted challenges the department has faced in achieving
its vision of creating “One VA"—that is, integrating I'T resources to
enable department employees to help veterans obtain services and
information more quickly and effectively. One major challenge was
that the department’s information systems and services were highly
decentralized and that its administrations controlled a majority of
the IT budget.” As we have previously pointed out, it is crucial for
the department CIO to ensure that well-established and integrated
processes for leading, managing, and controlling investments are

"For example, according to an October 2005 memorandum from the former CIO to the
Secretary of Veterans Affairs, the CIO had direct control over only 3 percent of the
department’s IT budget and 6 percent of the department’s IT personnel, In addition, in the
department’s fiscal year 2006 IT budget request, the Veterans Health Administration was
identified to receive 88 percent of the requested funding, while the department was
identified to receive only 4 percent.

Page § GAQ-07-1246T
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followed throughout the department. Similarly, a contractor’s
assessment of VA’s IT organizational alignment, issued in February
2005, noted the lack of control over how and when money is spent.”
The assessment found that project managers within the
administrations had the ability to shift money to support individual
projects. Also, according to the assessment, the focus of
department-level management was only on reporting expenditures
to the Office of Management and Budget and Congress, rather than
on managing these expenditures within the department.

VA Is Transforming its IT Organization to a Centralized Model

In response to the challenges that we and others noted, the
department officially began its effort to provide the CIO with greater
authority over IT in October 2005. At that time, the Secretary issued
an executive decision memorandum granting approval for the
development of a new IT management structure for the department.
According to VA, its goals in moving to centralized management are
to provide the department better oversight over the standardization,
compatibility, and interoperability of IT systems, as well as better
overall fiscal discipline for the budget. By July 2006, the
department’s realignment contractor began work to assist with the
realignment effort.

In February 2007, the Secretary approved the department’s new
organization structure, which includes the Assistant Secretary for
Information and Technology, who serves as VA's CIO. As shown in
figure 1, the CIO is supported by a Principal Deputy Assistant
Secretary and five Deputy Assistant Secretaries—new senior
leadership positions created to assist the CIO in overseeing
functions such as cyber security, I'T portfolio management, systems
development, and IT operations.

¥Gartner Cr ing, OneVA IT Organizational Alj A Project “As-Is”
Baseline (McLean, Virginia; Feb. 18, 2005).

Page 7 GAO-07-1246T
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Figure 1: Organizational Chart for VA Office of Information and Technology

Assistant Secretary
Office of Information
and Technology
Principal DAS for
Information and
Technology
I I ] ]

DAS DAS DAS DAS DAS
Information Protection {T Enterprise Strategy, IT Resource Enterprise Enterprise Operations
and Risk Management Policy, Plans, and Management Development and Infrastructure

Programs

Source VA
Note: DAS = Deputy Assistant Secretary.

In April 2007, the Secretary approved a governance plan that is
intended to enable the Office of Information and Technology to
centralize its decision making. The plan describes the relationship
between IT governance and departmental governance and the
approach the department intends to take to enhance governance.

VA's Realignment Depends on Establishing Standardized IT Management Processes

As the foundation for its realignment, VA plans to implement
improved management processes in five key areas: enterprise
management, business management, business application
management, infrastructure, and service support. The particular
management processes, recommended by the department’s
realignment contractor, were based on industry best practices® and
encompass all areas of IT management, such as those necessary for

¥Specifically, these processes are derived from the IT Governance Institute’s s Conzral
Objectives for Information and Related Technology (CobiT®)and
Infrastructare Library (ITIL) as configured by the Process Reference Model for IT (PRM- IT)
from a VA contractor.

Page 8 GAO-07-1246T
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effective IT programs (such as security management and asset
management processes) and IT initiatives (such as risk management
and project management processes). In attachment 1, we provide
brief descriptions of the 36 IT management processes to be
addressed in VA's realignment,

According to the contractor, establishing iraproved management
processes and standardizing these processes across the department
are essential to the effectiveness of the centralized management
model. By implementing these improved processes, VA expects to
correct deficiencies it has encountered as a result of its
decentralized management approach. Proper implementation should
result in institutionalizing best management practices that will be
sustained regardless of future leadership changes at the department.
According to the contractor, with a system of defined management
processes, the Office of Information and Technology could quickly
and accurately change the way IT supports the department. The
contractor also noted that failure to include such processes in the
realignment would introduce the risk that any progress in
completing the realignraent would be the result of trial and error.

Successful Organization Transformations Are Based on Critical Success Factors

We have reported in the past" on key factors that are needed in
order to successfully transform an organization to be more results
oriented, customer focused, and collaborative in nature. We
reported that large-scale change management initiatives are not
simple endeavors and require the concentrated efforts of both
leadership and employees to realize intended synergies and to
accomplish new organizational goals. We also noted that there are a
number of key practices that can serve as the basis for federal
agencies to transform their cultures in response to governance
challenges, such as those that an organization like VA might face
when transforming to a centralized IT management structure.

“GAOQ, Results-Oriented Cultures: Implementation Steps to Assist Mergers and
Orgnizational Ty i GAO-03-669 (Washi on, D.C.: July 2, 2003); and
Highlights of 8 GAO Forum: Mergers and Transformations: Lessons Learned for a
Department of Homeland Security and Other Federal Agencies, GAO-03-2035P
{Washington, D.C.: Nov. 14, 2002).

Page 9 GAO-07-1246T
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Among the significant factors we identified as critical for ensuring
the success of VA’'s move to centralized management are

» ensuring commitment from top leadership,
» establishing a governance structure to manage resources,
« linking the IT strategic plan to the organization strategic plan,

« using workforce strategic management to identify proper roles for
all employees,

« communicating change to all stakeholders, and

« dedicating an implementation team to manage change.

Successful Implementation of the Realignment Effort Requires
Continued Focus on Critical Success Factors and Implementation of
Improved Management Processes

In our recent review of the department’s effort to realign its IT
program, we evaluated, among other things, whether the
realignment plan includes the critical factors for successful
transformation as discussed above.* We reported that VA's
realignment plan included elements of several of the six critical
success factors that we identified. However, VA had not fully
addressed all six factors. Only one factor had been fully addressed;
additional work remained on the other five factors, as shown in
table 1.

BGAQ, Veterans Atfairs: Continued Focus on Critical Success Factors Is Essential to
Achieving ion T¢ gy Realj GAO-07-844 (Washington, D.C.. June 15,

Page 10 GAQ-07-1246T
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Table 1: y of VA's Acti Add ing Critical Factors as of May
2007
Critical success factor Addressed Progress
Ensuring commitment from top  Yes Secretary approved the new IT
{eadership organization structure and the transfer of
employees
Establishing a governance Partiaily Secretary approved the IT governance
structure to manage resources plan, but VA has not established IT

governance boards or process
descriptions for centrally managing IT

Linking IT strategic plan to No VA has not yet updated its IT strategic
organization strategic plan plan to reflect the new organization, but it
has established a date by which It intends
o update the plan
Using workforce strategic Partially VA has identified workforce management
management to identify proper responsibifities, but it has not established
roles for all employees a knowledge and skills inventory
Communicating ¢change to alt Partially VA has addressed staff concerns about
stakeholders the realignment through memorandums

and conferences, but it has not fuily
staffed offices that will facilitate
communication

Dedicating an implementation  No VA does not plan to establish a
team to manage change realignment implementation team
Source: GAC.

The department had fully addressed the first critical success factor,
ensuring commitment from top leadership, as demonstrated by the
Secretary’s actions in support of the realignment. Besides approving
the transfer of personnel to the centralized office, the Secretary
approved in February 2007 a new organization structure for
centralized IT management.

Since undertaking the realignment, VA concentrated its efforts on
transferring approximately 6,000 staff to the CIO’s office from the
administrations and staff offices and on creating the new centralized
organizational structure. As shown in the table, VA had begun or
planned to begin actions on four other critical success factors, but it
had not completed the actions. For example, the department
approved its governance plan to address how the Office of
Information and Technology will manage resources; however, it had
not yet established the boards that are to provide governance over
the centralized structure. In addition, although the department had
identified the responsibilities for managing its workforce within its

Page 11 GAO-07-1246T
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new structure, it had not yet established a knowledge and skills
inventory to help determine the proper roles for all employees in the
new organization.

VA had neither addressed nor planned to address the last critical
success factor; dedicating an iraplementation team to manage
change. Although it had highlighted the importance of managing
change in its realignment documentation, VA did not plan to
establish a realignment implementation team. As we have pointed
out,” a dedicated implementation team that is responsible for the
day-to-day management of a major change initiative is critical to
ensure that the project receives the focused, full-time attention
needed to be sustained and successful, Specifically, the
implementation team is important to ensuring that various change
initiatives are implemented in a coherent and integrated way, The
team rust have the necessary authority and resources to set
priorities, make timely decisions, and move quickly to implement
the transformation. In addition, the implementation team can assist
in tracking implementation goals for a change initiative and
identifying performance shortfalls or schedule slippages. It is
iraportant for the team to use performance metrics to provide a
succinct and concrete statement of expected performance versus
actual performance. Because of its close involvement with the
change initiative, the implementation team can also suggest
corrections to remedy any problems.

The department had not addressed this critical success factor: it had
not dedicated an implementation team to manage the realignment
effort and track its progress. At the conclusion of our review in June
2007, staff from the IT realignment office, which was responsible for
overseeing the realignment, had been reassigned to other areas of
responsibility within the department’s new structure. In addition,
the Director of the Realignment Office told us that multiple offices
would assume responsibility for managing the realignment through
July 2008: the Office of Quality and Performance Management
would oversee process implementation across the Office of

GAQ, Results-Oriented Cultures: Implementation Steps to Assist Mergers and
O fzational Tt f GAO-03-669 {Washi D.C.: July 2, 2003).
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44

Information and Technology, and the Office of Oversight and
Compliance Management would assess whether the department is
complying with the new processes. However, there was no one
group responsible for managing the realignment in its entirety.
Without such a dedicated group, it is less likely that VA will be able
to ensure that the realignment is managed effectively throughout its
irplementation.

With regard to the new IT management processes, the department
had begun to take action, but it had not made significant progress at
the time of our report. The department had planned to begin
impleraenting 9 of the 36 new processes in March 2007, However,
the department had missed key implementation dates for these
processes. As of May 2007, it had begun pilot testing two of the new
processes: the risk management process and the solution (that is,
business application) test and acceptance process.

Thus, although the department had taken positive steps in moving to
centralized IT management, it had much more work to complete
before the realignment can be considered finished and a success. If
VA does not continue to address the critical success factors we
identified and develop and implement the new management
processes by their target date, the department may continue to
operate in a decentralized manner and risk not fully realizing the
long-term benefits of the realignment.

Accordingly, we recommended that the department dedicate an
implementation team responsible for change management
throughout the transformation and that it develop detailed IT
governance process descriptions that identify how IT resources will
be managed in the centralized organization. We also made seven
additional recommendations aimed at ensuring that the realignment
is successfully accomplished. The department generally concurred
with our recommendations and stated that it has taken action or has
actions under way to address each of our recommendations.

Page 13 GAO-07-1246T
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Improved Processes Planned under the Realignment Are Not Yet in
Place for IT Programs and Initiatives

Although IT management has been centralized under the CIO, at the
time of our review, IT programs and initiatives continued to be
managed under previously established processes. The key processes
to be used as the foundation for the realignment had not yet had an
impact on IT programs (specifically, security and inventory
manageranent) or initiatives (such as VBA’s modernization efforts
and VHA's initiatives on sharing medical data with DOD).

Sustained Management Commitment and Oversight Are Vital to Resolving Long-
Standing Security Weaknesses

As mandated by the Federal Information Security Management Act
(FISMA) of 2002," every agency is to establish an information
security program. In addition, security management is a key
management process that under the realighment is to be established
uniformly across the department. VA's IT systems contain sensitive
information that is vulnerable to inadvertent or deliberate misuse,
loss, or improper disclosure.

This vulnerability was highlighted by an incident in May 2006, when
VA announced that computer equipment containing personally
identifiable information” on approximately 26.5 million veterans and
active duty members of the military was stolen from the home of a
VA employee. Until the equipment was recovered, veterans did not
know whether their information was likely to be misused.

VRISMA, Title T, E-Government Act of 2002, Pub. L. No. 107-347 (Dec. 17, 2002). Further,
the Veterans Benefits, Health Care, and Information Technology Act of 2006, Pub. L. No.
108-481 (Dec. 22, 2006) contains specific requi for VA's i ion security
program,

“spersonally identifiable information” refers to any information about an individual
maintained by an agency, including any information that can be used to distinguish or trace
an individual's identity, such as his or her name, Social Security number, date and place of
birth, mother’s maiden name, biometric records, etc., or any other personal information
that is linked or linkable to an individual.
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In a September 2007 report, we state that although VA has made
progress in addressing security weaknesses, it has not yet fully
implemented key recommendations to strengthen its information
security practices.” It has implemented 2 of our 4 previous
recommendations and only 2 of the 22 recommendations made by
the department’s inspector general (IG). Among those
recommendations not implemented are our recommendation that it
complete a comprehensive security management program and an IG
recornmendation to strengthen critical infrastructure planning to
ensure that information security requirements are addressed.
Because these recommendations have not yet been implemented,
the department will be at increased risk that personal information of
veterans and other individuals, such as medical providers, may be
exposed to data tampering, fraud, and inappropriate disclosure.

Our report describes several major initiatives that VA has begun or
continued since the May 2006 security incident, in efforts to
strengthen information security practices and secure personal
information within the department. Among these initiatives are the
department’s efforts to reorganize its management structure to
provide better oversight and fiscal discipline over its IT systems.”

Establishing an effective IT management structure is the starting
point for coordinating and communicating the continuous cycle of
information security activities necessary to address current risks on
an ongoing basis while providing guidance and oversight for the
security of the entity as a whole. Under FISMA and the Veterans
Benefits, Health Care, and Information Technology Act of 2006, the
CIO ensures compliance with requirements of these laws and
designates a chief information security officer (CISO) to assist in
carrying out his responsibilities. One mechanism organizations can
adopt to achieve effective coordination and comraunication is to

¥GAO, fonr Security: Sustained M Commi, and Oversight Are Vital
to Resolving Long-standing Weak at the D of Affairs, GAQ-07-
1019 (Washington, D.C.: Sept. 7, 2007).

*Other initiatives are developing a remedial action plan; establishing an information
protection program; improving incident ility; and ishing an office
responsible for oversight and compliance of IT within the department.
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establish a central security management office or group to
coordinate departmentwide security-related activities.” To ensure
that information security activities are effective across an
organization, the management structure should also include clearly
defined roles and responsibilities for all security staff and
coordination of responsibilities among individual staff.

Under the realignment, the management structure for information
security has changed, but improved security management processes
have not yet been completely developed and implemented. In
particular, under the new structure, responsibility for information
security functions within the department is divided between two
organizations (see fig. 2), but no documented process yet exists for
the two responsible offices to coordinate with each other in
managing and implementing the departmentwide security program.

e
Figure 2: Security Functions in New Office of information and Technology Structure

Assistant Secretary
Office of information
and Technology
Principal DAS Office of
information and Technology
{ 1 1 I 1
DAS DAS DAS DAS DAS
Information IT Enterprise iT Resource Enterprise Enterprise
Protection and Strategy, Policy, Management Development Operations and
Risk Pians, and Infrastructure
Management Programs

Source VA,
Note: DAS = Deputy Assistant Secretary.

*This is one of the identified activities described in our 1998 study of security management
practices: GAO, £l ive Guide: Ii / ity M: Learning from
Leading Organizations, GAO/AIMD-98-68 (Washington, D.C.: May 1998).
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Under the new organization, the Director of the Cyber Security
Office (who is also the department’s designated CISO)” has
responsibility for developing and maintaining a departmentwide
security program, among other things, However, the Director of the
Field Operations and Security Office is responsible for
implementing the program. Although VA officials indicated that
these officials are communicating about the department’s
implementation of security policies and procedures, this
communication is not defined as a role or responsibility for either
position in the new management organization book, nor is there a
documented process in place to coordinate the management and
implementation of the security program. Both of these activities are
key security management practices, Without a documented process,
policies or procedures could be inconsistently implemented
throughout the department, which could prevent the CISO from
effectively ensuring departmentwide compliance with FISMA. In
addition, without a defined process and responsibilities, VA will
have limited assurance that the management and implementation of
security policies and procedures are effectively coordinated and
communicated. Developing and documenting these policies and
procedures are essential for achieving an improved and effective
security management process under the new centralized
manageraent model.

Accordingly, among the actions we recornmended to the department
was to document clearly defined coordination responsibilities for
the Director of Field Operations and Security and the Director of
Cyber Security, as well as to develop and implement a process for
these officials to coordinate on the implementation of IT security
policies and procedures throughout the department. We also made
15 other recommendations to improve the department’s ability to
protect its information and systems, including the development of
various processes and procedures to ensure that tasks in the
department’s security action plans have time frames for
implementation. VA generally agreed with our recommendations

®The CISO position is currently unfilled, having been vacant since June 2006. Currently, the
CIO is the acting CISO of the department. The department has been attempting to fill the
position of the CISO since October 2006,
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and stated that it had already implemented some of the
recommendations and had actions under way to address the others.

Inadequate Controls over IT Equipment at Selected VA Locations Pose Continuing Risk
of Theft, Loss, and Misappropriation

In light of reported weaknesses in VA inventory controls and
reported thefts of laptop computers and data breaches, the
adequacy of such controls has been an ongoing concern. In July
2007, we reported and testified on an assessment of the risk of theft,
loss, or misappropriation of IT equipment at selected VA medical
centers.” Our assessment found that a weak overall control
environment for IT equipment at the four locations we audited
posed a significant security vulnerability to the nation’s veterans
with regard to sensitive data maintained on this equipment.
According to our Standards for Internal Control in the Federal
Government, agencies are required to establish physical controls to
safeguard vulnerable assets, such as IT equipment, which might be
vulnerable to risk of loss; in addition, federal records management,
law requires federal agencies to record essential transactions.
However, we reported in July that current VA property management
policy does not provide guidance for creating records of inventory
transactions as changes occur. Also, policies requiring annual
inventories of sensitive items (such as IT equipment), adequate
physical security, and immediate reporting of lost and missing items
had not been enforced.

Our statistical tests of physical inventory controls at the four
locations identified a total of 123 missing IT equipment items,
including 53 computers that could have stored sensitive data. The
lack of user-level accountability and inaccurate records on status,
location, and item descriptions make it difficult to determine the
extent to which actual theft, loss, or misappropriation may have
occurred without detection. Table 2 summarizes the results of our
statistical tests at each location.

23GAO, Veterans Affairs: Inadegquate Controls over IT Equipment at Selected VA Locations
Pose Continuing Risk of Theft, Loss, and Misappropriation, GAQ-07-505 (Washington, D.C.;
July 16, 2007) and Veterans Affairs: Lack of Accountability and Control Weaknesses over IT
Eguipment at Selected VA Locations, GAO-07-1100T (Washington, D.C.: July 24, 2007).
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Table 2: Current IT Inventory Control Failures at Four Test Locations

Washi D.C., indi 1l San Diego, VA HQ
Control dicai center center dical center offices
Missing items 28% 6% 10% 11%
Incorrect user 80% 89% 70% 1%
organization
Incorrect location 57% 23% 53% 44%
Recordkeeping errors 5% 0% 5% 3%

Source: GAQ analysss.

Note: Each of these estimates has a margin of error, based on a two-sided, 95 percent confidence
interval, of £10 percent or less.

We also found that the four VA locations had reported over 2,400
nissing IT equipment items, valued at about $6.4 million, identified
during physical inventories performed in fiscal years 2005 and 2006.
Missing items were often not reported for several months and, in
some cases, several years. It is very difficult to investigate these
losses because information on specific events and circumstances at
the time of the losses is not known. Further, our limited tests of
computer hard drives in the excess property disposal process found
hard drives at two of the four case study locations that contained
personal information, including veterans’ names and Social Security
numbers. Our tests did not find any remaining data after sanitization
procedures were performed.” However, weaknesses in physical
security at IT storage locations and delays in corapleting the data
sanitization process heighten the risk of data breach.

Although VA had taken some actions to improve controls over IT
equipment (such as issuing several new policies to establish
guidance and controls for IT security) and had reorganized and
centralized the IT function within the department under the CIO, we
reported that these actions had not yet been fully implemented. The
new CIO organization had no formal responsibility for medical

“Sanitization is the process of removing all information from computer media. VA
information resource management (IRM) personnel and contractors follow National
Institute of Standards and Technology (NIST) Special Publication 800-88 guidelines, as well
as more stringent Department of Defense (DOD) policy in DOD 5220.22-M, National
Industrial Security Program Operating Manual, ch. 8, § 8-301, which requires performing
three separate erasures for media sanitization.

Page 19 GAO-07-1246T



51

equipment that stored or processed patient data and did not address
roles or necessary coordination between information resource
management and property management personnel with regard to
inventory control of IT equipment. The Assistant Secretary for
Information and Technology, who serves as the CIO, told us that the
new CIO organization structure will include a unit that will have
responsibility for IT equipment asset management once it becomes
operational. However, at the time of our report, thi$ unit had not yet
been funded or staffed. To ensure accountability and safeguarding
of sensitive IT equipment, effective irnplementation will be key to
the success of the department’s IT policy and organizational
changes.

We made 12 recommendations for actions to be taken by the
department to help minimize the risk of loss, theft, and
misappropriation of government IT equipment used in VA
operations. The recommendations included establishing policies and
procedures that require, among other things, recording inventory
transactions and establishing specific, individual user-level
accountability. VA management generally agreed with our findings
and concurred with all 12 recommendations, noting that it had
actions planned or under way to address them.

Challenges Persist for Efforts to Migrate from the Aging Benefits Delivery Network

To administer various benefits programs, VBA relies on an aging
system, the Benefits Delivery Network {(BDN). The BDN, which has
been in operation for more than 40 years, is based on antiquated
software programs, which have become increasingly difficult and
costly to maintain. VBA is in the process of replacing the BDN with
a faster, more flexible, and higher capacity system.

Replacing the BDN has been a focus of systems development efforts
at VBA since 1986.® VBA currently depends on the BDN to
administer programs for three types of benefits: (1) compensation
and pension, (2) education, and (3) vocational rehabilitation and

*The BDN currently nuns on aging software: COBOL programs and a nonrelational
fatal Analysts have indi d that moving from a nonrelational database of the BDN
type to a more modern relational database is a challenging task.
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employment (VRE) services.” Originally, the administration planned
to modernize the entire systemn, but after experiencing numerous
false starts and spending approximately $300 million on the overall
modernization of the BDN, VBA revised its strategy in 1896, First, it
narrowed its focus to replacing only those functionalities that
support the compensation and pension program, and began
developing a replacement system, which it generally refers to as the
Veterans Service Network (VETSNET).” Then, in December 1999, it
began an initiative, The Education Expert System (TEES), to move
its education claims processing systems from the BDN to new
technology platforms and a new architecture, as a way to improve
its education benefits delivery services. {(We have not evaluated the
VRE program or possible plans to migrate VRE operations from the
BDN.)

Progress Made in Long-Term Effort to Replace Benefits Payment System, but Challenges Persist
When VBA began the VETSNET project in 1996, it planned to
complete the replacement system in May 1998 at an estimated cost
of $8 million. However, over the years, VBA encountered numerous
problems in completing the replacement systern. We have reported
on this topic several times, making numerous recommendations.*
Although VA concurred with our recommendations and took several
actions to address them, its actions were not sufficient to implement
all our recommendations or establish the program on a solid footing:
certain basic requirements of sound project management, such as an

*VBA also provides loan guaranty and life insurance benefits for veterans and their
families, but these prograras do not depend on the BDN.

it also refers to the initiative as the compensation and pension or C&P replacement
system.

BGAO, Software Capability Evaluation: VA's Software Develapment Hocess Is Immature

GAO/AIMD-95-00 (Washington, D.C.: June 19, 1996; VBA
Has Begun to Address Software Di But Work ins, GAG/AIMD-
97-154 (Washington, D.C.: Sept. 15, 1997); V4 Technology: Progress Ct

Although Vulnerabilities Remain, GAO/T-AIMD-00-321 (Washmgton D.C.: Sept. 21, 2000);
VA Te Begun, Yet Serious Valnerabilities
Persist, GAO-01-550T (Washmgmn D.C.: Apr. 4, 2001); VA Information Technology:
Management Making Important Progress in Addressing Key Chalienges, GAO-02-1054T
{Washington, D. C.: Sept. 26, 2002); and Information Technology: V4 and DOD Face
Challenges in Completing Key Efforts, GAO-06-905T (Washington, D.C.: June 22, 2006).
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integrated project plan for the replacement system, continued to be
lacking.

In 2005, because of concerns about continuing problems with the
replacement project, VA contracted for an independent assessment
of the department’s options for the project, including whether the
project should be terminated. This assessment, conducted by the
Carnegie Mellon Software Engineering Institute (SEI), concluded
that the replacement project faced many risks arising from
management and organizational issues, but no technical barriers
that could not be overcome.” According to SEI, a new system was
still needed, and VBA would not be able to successfully deliver a
full, workable solution unless it addressed its management and
organizational weaknesses. SEI recommended that VBA continue to
work on the project at a reduced pace, while taking an aggressive
approach to addressing the identified weaknesses.

We reported in April 2007* that VBA was generally following the
course of action recommended by SEIL it was continuing to work on
the replacement initiative at a slower pace, while taking action to
address identified weaknesses in overall management and software
development processes. For example, VBA established a new
governance structure, and it took steps to improve its software
development processes, such as establishing risk and requirements
ranagernent processes. However, some processes had not been
addressed, such as capacity planning and management, which will
be important for ensuring that further development does not lead to
processing slowdowns. Further, VBA had not yet documented
policies and procedures to institutionalize all the process
improvements that it made on the replacement initiative, having first
concentrated its efforts on establishing the governance and building
the organization. If VBA does not institutionalize these

®Kathryn Ambrose, William Novak, Steve Palmquist, Ray Williaras, and Carol Woody,

Report of the Inde dent Tk on the Department of Veterans Affairs
VETSNET Program (Carnegie Mellon Software Engi ing i ptember 2005).
*GAO, B Admini: Progress Made in Long-Term Effort to Replace

Benefits Payment System, but Cha[lengasPezs;st, GAO-07-614 (Washington, D.C.: Apr. 27,
2007).
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improvements, it increases the risk that they may not be maintained
through the life of the project or be available for application to other
development initiatives.

As of April 2007, VBA had developed critical functionalities needed
to process and pay certain original compensation claims using the
replacement system. According to VBA officials, all five of the major
software applications that make up the new system were being used
in VA’s regional offices to establish and process new compensation
claims for veterans. In April 2007, the replacement system was
providing monthly compensation payments to almost 50,000
veterans (out of about 3 million veterans who receive such
payments). Nonetheless, the system requires further development,
and VBA still faces the substantial task of converting records for the
approximately 3.5 million beneficiaries on the BDN to the
replacement system.

Under the realignment, the responsibility for all system development
projects has moved from VBA to the central CIO organization:
specifically, the Deputy Assistant Secretary for Enterprise
Development. Thus, this official is now responsible for completing
the development and implementation of VETSNET. Accordingly, we
recommended that the CIO document and incorporate the improved
processes for managing risks, requirements, and defects into
specific policy and guidance for the replacement iritiative and for
future use throughout VBA. VA concurred with our recormmendation
and stated that the VETSNET project management processes will be
incorporated into a set of standard project management policies,
processes, and procedures for all IT projects in VA. Further, the CIO
has identified the VETSNET governance model as the model for all
VA enterprisewide IT projects, and it is being implemented in other
VA priority I'T development programs.

In addition, we made five other recommendations aimed at
sustaining the improved management and software development
processes currently being used by VETSNET project management,
including processes for capacity planning and management. The
Secretary also agreed with these recommendations and described
actions planned in response,
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Improved Planning Needed to Guide Development and Implementation of Education Benefits System
The Education Expert System (or TEES) effort aims to replace the
existing education benefits systems on the BDN with a new rules-
based system that will add more automated capabilities, eliminate
most human intervention, and enable faster and raore accurate
processing of education claims. When it began the initiative, VBA
had planned to complete the new system by September 2005;
however, in 2004, the department refocused and rebaselined the
system’s development effort. VA currently estimates that the TEES
initiative will be completed by 2011.

When we reported on this matter in July 2007, VBA had enhanced
education benefits claims processing by developing certain
functionalities to allow information to be captured in an electronic
format.” For example, it had developed automated systems that
allow (1) education institutions to provide online enrollment
certifications, (2) students to provide online and telephonic
verification of enrollment, and (3) the public to inquire about
approved academic programs, licensing and certification programs,
and national exams. However, although VBA had identified other
initiatives as necessary to complete the new system and eliminate
most human intervention, it had not taken action on these
initiatives, which included moving the processing and payment
functionality used for many education claims from the BDN to new
technology.

Contributing to our concerns was that VBA did not have an
integrated project plan for the TEES initiative. According o agency
officials, the plan that had been developed in 2001 has not been
updated since 2004, when program goals were modified. Because
VBA did not have an integrated project management plan, it lacked
critical elements needed to effectively guide the initiative to
completion (such as a full description of the scope of the system
development efforts) and an overall approach for coordinating its
various education claims initiatives (such as the BDN code

S'GAO, Veterans Aftairs: Improved Planning Needed to Guide Development and
Impl jon of ion B System, GAO-0T-1045 (Washington, D.C.: July 31,

2007).
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conversion effort). Without these critical elements, the department
would be at risk of wasting millions of dollars on education claims
processing initiatives that may overlap or be duplicative.

One reason for this management weakness is the lack of well-
defined IT management processes across VA, which is to be
addressed by the realignment. Under the realignment, the
responsibility for TEES, like other system development projects, has
moved from VBA to the Deputy Assistant Secretary for Enterprise
Development, who is part of the central CIO organization. At the
time of our report, the TEES project had not yet been affected by
VA’s stated intention of incorporating the VETSNET project
management processes into a set of standard project management
policies, processes, and procedures for all IT projects in the
department. Establishing improved IT management processes is
vital to ensuring effective project management and thus the future
development and implementation of TEES.

To ensure the successful implementation of TEES, we made three
recommendations aimed at ensuring that a comprehensive,
integrated project plan to coordinate and manage the initiative
would be developed. VA concurred with our recommendations and
described actions planned to address them.

VA Is Making Progress in Sharing Medical Information with DOD, but the Two
Departments Are Far from Comprehensive Electronic Medical Records

For almost 10 years, VA and DOD have been engaged in multiple
efforts to share electronic medical information, which is important
in helping to ensure that active-duty military personnel and veterans
receive high-quality health care. These include efforts focused on
the long-term vision of a single “comprehensive, lifelong medical
record for each service member™ that would allow a seamless

“fn 1996, the Presidential Advisory Committee on Gulf War Veterans' Illnesses reported on
many deficiencies in VA's and DOD's data ¢ ilities for handling service bers’ health
information. In November 1997, the President called for the two agencies {o start
developing a “comprehensive, lifelong medical record for each service member,” and in
1998 issued a directive requiring VA and DOD to develop a “computer-based patient record
system that will aceurately and efficiently exchange information.”
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transition between the two departments, as well as more near-term
efforts to meet immediate needs to exchange health information,
including responding to current military crises.

As we testified in May 2007, VA and DOD have made progress in
sharing health information, but much work remains to achieve the
goal of a shared electronic medical record and seamless transition
between the two departments.® In their long-term initiatives, each
department is developing its own modern health information system
to replace its legacy systems, and they are collaborating on a
program to develop an interface to enable these modernized
systems to share data and ultimately to have interoperable®
electronic medical records. Unlike the Jegacy systems, the
modernized systems are to be based on computable data: that is, the
data are to be in a format that a computer application can act on, for
example, to provide alerts to clinicians (of such things as drug
allergies) or to plot graphs of changes in vital signs such as blood
pressure. According to the departments, such computable data
contribute significantly to patient safety and the usefulness of
electronic medical records.

At the time of our testimony, the departments had begun to
implement the first release of the interface between their
modernized data repositories, and computable outpatient pharmacy
and drug allergy data were being exchanged at seven VA and DOD
sites. Although the data being exchanged were limited,
implementing this interface is a milestone toward the long-term goal
of modernized systerms with interoperable electronic medical
records.

While working on this long-term effort, the two departments also
made progress in various near-term initiatives to exchange
electronic medical information in their existing systems. The

RGAO, Information Technology: VA and DOD Are Making Progress in Sharing Medical
Information, but Are Far from Comp fve El jc Medical Records, GAO-07-852T
(Waskington, D.C.: May 8, 2007).

“Interoperability is the ability of two or more systems or components to exchange
information and to use the information that has been exchanged.
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departments completed development of a system to allow the one-
way transfer of health information from DOD to VA when service
members leave the military. DOD has been using this system (the
Federal Health Information Exchange or FHIE) to transfer
information to VA since 2002. According to department officials, as
of March 2007, over 184 million clinical messages on more than 3.8
million veterans had been transferred to the FHIE data repository,
and VA had been given access to data for more than 681,000
separated service members and demobilized Reserve and National
Guard members who had been deployed. Transfers are done in
batches once a month, or weekly for veterans who have been
referred to VA treatment facilities. According to a joint DOD/VA
report,” FHIE has made a significant contribution to the delivery
and continuity of care of separated service members as they
transition to veteran status, as well as to the adjudication of
disability claims.

In addition, two ongoing demonstration projects were successfully
exchanging particular types of data at selected sites;

The Laboratory Data Sharing Interface allows DOD and VA facilities
serving the same geographic area o share laboratory resources. As
of May 2007, this capability had been deployed at 9 localities to
communicate orders for lab tests and their resuits electronically and
could be deployed at others if the need is demonstrated.

The Bidirectional Health Information Exchange allows a real-time,
two-way view of health data from existing systems.® As of May 2007,
this systera provided this capability (for outpatient data) to all VA
sites and 25 DOD sites and (for certain inpatient discharge surmary
data)” to all VA sites and 5 DOD sites. Expanding this interface is
the foundation of the departments’ interim strategy to share
information among their existing systems.

“December 2004 VA and DOD Joint Strategic Plan.

*DOD’s Composite Health Care System (CHCS) and VA's VistA (Veterans Health
Information Systeras and Technology Architecture).

FSpecifically, inpatient discharge summary data stored in VA's VistA and DOD's Clinical
Information System (CIS), a commercial health information system customized for DOD.

Page 27 GAOQ-07-1246T



59

The two departments had also undertaken ad hoc activities to
accelerate the transmission of health information on severely
wounded patients from DOD to VA’s four polytrauma centers. These
centers care for veterans and service members with disabling
injuries to more than one physical region or organ system. The ad
hoc processes include manual workarounds such as scanning paper
records and individually transmitting radiological images. Such
processes were generally feasible only because the number of
polytrauma patients was small (about 350 in all as of May 2007).

Through all these efforts, VA and DOD have achieved exchanges of
health information. However, these exchanges are as yet limited,
and it is not clear how they are to be integrated into an overall
strategy toward achieving the departments’ long-term goal of
comprehensive, seamless exchange of health information.
Significant work remains to be done for the departiments to achieve
their long-term goals, including agreeing to standards for the
remaining categories of medical information, populating the data
repositories with all this information, completing the development
of their modernized systeras, and transitioning from the legacy
systems. In addition, the departments have not yet projected a
completion date for the project as a whole. Consequently, it is
essential for the departments to develop a comprehensive project
plan to guide this effort to completion. In previous work, we have
made numerous recommendations with regard to this effort, placing
particular stress on the need for comprehensive planning.® VA and
DOD have agreed with our recommendations, and have taken action
to implement them. However, at the time of our May testimony, the
two departments had not yet developed a comprehensive integrated
project plan.

The need for such a comprehensive plan is further highlighted by
the strategy announced by the two departments in January 2007:
that is, to jointly develop a new inpatient medical record system.

BGAQ, Based Patient R ds: VA and DOD Made Progress, but Much Work
Remains to Fully Share Medical Information, GAQ-05-1051T (Washington, D.C.: Sept. 28,
2006) and Information Technology: VA and DOD Face Challenges in Completing Key
Efforts, GAO-06-905T (Washington, D.C.: June 22, 2006).

Page 28 GAO-07-1246T



60

The departments have indicated that by adopting a joint solution,
they could realize significant cost savings and make inpatient health
care data immediately accessible to both departments.
Incorporating this new strategy into the departments’ ongoing
efforts would be greatly facilitated by a comprehensive project plan.

In summary, effectively instituting the realignment is essential to
ensuring that its IT programs achieve their objectives and that VA
has a solid and sustainable approach to managing its IT investments.
The department continues to work on improving such programs as
information security and asset control, and it currently has many
significant initiatives under way, for which substantial investments
have been made. Yet we continue to see management weaknesses in
these programs and initiatives (many of a long-standing nature),
which are the very weaknesses that VA aims to alleviate with its
reorganized management structure. However, until the department
provides the foundation for its new IT management structure by
carrying out its plans to establish a comprehensive set of improved
management processes, the impact of this vital undertaking will be
diminished. Implementation of the recommendations that we have
made in this area could play a significant role in resolving many of
these concerns.

Mr. Chairman, this concludes my statement. I would be pleased to
respond to any questions that you or other members of the
committee may have at this time.
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Attachment 1. Key Information Technology Management Processes
to Be Addressed in VA Realignment

Key area 13 process D ipf
Enterprise Information technology Addressing long- and short-term objectives, business direction, and their impact on IT,
management {IT) strategy the IT culture, communications, information, people, processes, technology,
development, and parinerships. ¢
{T management Defining a structure of relationships and processes to direct and control the IT
endeavor,
Risk management identifying potential events that may affect the organization and managing risk to be
within acceptable levels so that reasonable assurance is provided regarding the
achi of ization objectives.
Architecture ] Creating, maintaining, promoting, and governing the use of IT architecture models and
standards across and within the change programs of an organization,
Portfolio management Assessing all applications, services, and {T projects that consume resources in order io
understand their value to the IT organization.
Security management A ging the dep 's inf ion security program, as mandated by the Federal
ion Security A 't Act (FISMA) of 2002.
IT research and innovation Generating ideas, evaluating and selecting ideas, developing and implementing
innovations, and continuously recognizing innovators and learning from the experience.
Project management Planning, erganizing, monitoring, and controlling all aspects of a project in a continuous
process so that it achieves its objectives,
Business Stakeholder requirements | ing and prioritizing all req for additional and new technology solutions
management management arising from a customer’s needs.
Customer satisfaction Determining whether and how well customers are satisfied with the services, solutions,
management and offerings from the providers of IT.

Financial management

Providing sound stewardship of the monetary resources of the organization.

Service pricing and
contract administration

Establishing a pricing mechanism for the IT organization to seli its services to internal
or external customers and to administer the contracts associated with the selling of
those services.

Service marketing and
sales

Enabling the IT organization to understand the marketplace it serves, to identify
customers, 1o “market” to these customers, 1o generate “marketing” plans for IT
services and support the “selling” of IT services to interal customers.

Compliance management Ensuring adherence with laws and regulations, internal policies and procedures, and

stakeholder co

Asse! management

Maintaining information regarding technology assets, included leased and purchased
assets, ficenses, and inventory.

Workforce management

Enabling an organization to provide the optimal mix of staffing (resources and skifls)
needed to provide the agreed-on IT services at the agreed-on service levels.

Service-level management Managing service-level agreements and performing the ongoing review of service

achievements to ensure that the required and cost-justifiable service quality is
maintained and gradually improved.

{T service continuity
management

Ensuring that agreed-on IT services continue to support business requirements in the
event of a disruption to the business.
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Key area T process Description
Supplier relationship Developing and exercising working relationships between the IT organization and
management suppliers in order to make available the external services and products that are
required to support IT service commitments to cus!omers
Knowledge management  Promoting an integrated approach to identifying, cap ing, izing,
retrieving, and sharing all of an organization’s information assets.
Business Solution requirements Translating provided customer (business) requi and IT stakehol
application requirements/constraints into solution-specific terms, within the context of a dehned
management solution project or program.
Sotution analysis and Creating a documented design from agreed-on solution requirements that describes
design the behavior of solution elements, the acceptance criteria, and agreed-to
measurements,
Solution build Brmgmg together all the elements specified by a solution design via customization,
on, and integration of created or acquired solution components.
Solution test and Vahdatlng that the solution components and integrated solutions conform to design
acceplance specifications and requirements before deployment.
Infrastructure Service execution Addressing the delivery of operational services to {T customers by malching resources

to commitments and employing the [T infrastructure to conduct IT operations.

Data and storage
management

Ensuring that alt data required for providing and supporting operational service are
available for use and that all data storage facilities can handle normal, expected
fluctuations in data volumes and cther parameters within their designed tolerances.

Event management

{dentifying and prioritizing infrastructure, service, business, and security events, and
establishing the appropriate response to those events.

Availability manager

s

Planning, ing, monitoring, and continuously striving to improve the availability of
the IT infrastructure and supporting organization to ensure that agreed-on requirements
are consistently met.

Capacity management

Matching the capacity of the IT services and infrastructure to the current and future
identified needs of the business.

Facifity management

Creating and maintaining a physical environment that houses T resources and
optimizes the capabilities and costs of that environment.

Service support

Change management

Managing the life cycle of a change requast and activities that measure the
effectiveness of the process as well as providing for its continued enhancement,

Release management

Controlling the introduction of releases (that is, changes to hardware and software) into
the IT production environment through a strategy that minimizes the risk associated
with the changes.

Configuration

identifying, controlling, maintaining, and verifying the versions of configuration items
and their relationships in a logical model of the infrastructure and services.

User contact management Managing each user interaction with the provider of iT service throughout its life cycle.

tncident management

Restoring a service affected by any event that is not part of the standard operation of a
service that causes or could cause an interruption to or a reduction in the quality of that
service.

Problem management

Resolving problems affecting the IT service, both reactively and proactively.

(310911

Source® GAO analysis of VA docurmentahon.

Page 31 GAO-07-1246T



g GAO
Accountapiity: integrity: flaliabil

Highlights

Highlights of GAC-07-1248T, a testimony
before the Senate Committea on
Veterans' Affairs

Why GAO Did This Study

The Department of Veterans Affairs
(VA) depends on information
technology (IT) to effectively serve
our nation’s veterans, with an IT
budget of about $1 billion annually.
However, it has encountered
numerous challenges in managing
its IT programs and initiatives. To
address these challenges, VA is
realigning its IT organization and
management to a centralized model
founded on a defined set of
improved management processes.
Begun in October 2005, the
realignment is planned to be
complete by July 2008.

In this testimony, GAO discusses
its recent reporting on VA's
realignment effort and its
management of other IT programs
and initiatives, including ongoing
systeras development efforts and
work to share electronic health
information with the Department of
Defense (DOD). To prepare this
testirmony, GAQ reviewed its past
work in these areas.

What GAO Recommends

In the reports covered by this
testimony, GAO made
recommendations aimed at
improving VA's management of its
IT programs and initiatives.

Ta view the full product, including the scope
and methodotogy, click on GAQ-07-12467.
For more information, contact Valerie Melvin
at (202) 512-6304 or melvinv@gac.gov.

63

VETERANS AFFAIRS

Progress Made in Centralizing Information
Technology Management, but Challenges Persist

What GAO Found

VA has made progress in moving to a centralized management structure for
IT; however, at the time of GAQ’s review in May 2007, the department had still
to address certain critical success factors for transformation, and it had not
yet institutionalized key IT management processes. VA's plans for realigning
the management of its IT program include elements of several of the six
factors that GAO identified as critical for the department’s implementation of
a centralized management structure, and it had fully addressed one factor—
ensuring comunitment from top leadership—having obtained the Secretary's
approval of the realignment and the new IT governance structure. However,
as of May 2007, the department did not plan to address one of the critical
success factors: dedicating an implementation team to manage change.
Having such a team is important, since the implementation of the realignment
is expected to continue until July 2008, Without a dedicated team, it is less
tikely that the implementation will be managed effectively. In addition,
although the department had begun to take action to establish improved
management processes—a cornerstone of the realignment—it had not made
significant progress. As of May 2007, it had begun pilot testing 2 of 36 planned
new processes. Until it institutionalizes key processes throughout the
department, the full benefits of the realignment may not be realized.

At the same time that it is implementing the r it, VA is ing
ongoing IT programs such as information security and inventory control, and
it is continuing initiatives to develop IT systems. The department is managing
these programs and initiatives using existing management processes, many of
which display the long-standing weaknesses that VA aims to alleviate through
its realignment. Some progress has been made: for example, the department
took actions to improve controls over IT equipment, such as issuing several
new policies to establish guidance and controls for information security, but
because the realignment was not yet fully implemented, improved processes
for inventory control had not been established. In addition, progress on the
development of a modernized compensation and benefits system occurred
after the project implemented improved management processes, which the
department now plans to apply to all its IT projects. VA also achieved a
milestone in the long-term effort to share electronic health information with
DOD, having begun to exchange limited medical data with DOD (at selected
sites) through an interface between the data repositories for the modern
health information systems that each department is developing, To achieve
their long-term vision, VA and DOD have much work still to do (such as
extending the current capability throughout both departments), and the two
departrnents have not yet projected 2 final completion date for the whole
initiative, Further progress in VA's IT programs and initiatives could be
significantly aided by the improved processes that are the cornerstone of the
realignment. Until these are fully implemented, the impact of the realignment
on these programs and initiatives is uncertain.

United States Government Accountability Office




64

Chairman AKAKA. Thank you very much, Ms. Melvin.
Now, Mr. Lucas.

STATEMENT OF STEPHEN M. LUCAS, DIRECTOR, JAMES A.
HALEY; VA HOSPITAL AND CLINICS, TAMPA, FLORIDA

Mr. Lucas. Thank you, Chairman Akaka. I am most pleased to
have this opportunity to appear before this Committee as a proud
and long-time employee of the Veterans Health Administration. In
the interest of time, I will summarize my written testimony while
discussing with you my personal knowledge and experience with
the realignment of the Department of Veterans Affairs Office of In-
formation and Technology.

I would like to state up front as a personal but also well-known
observation that VistA is a system put together by clinicians for cli-
nicians, and it works. And no one who uses it ever wants to go
back to what they had, or in many cases didn’t have.

In March 2006, Secretary Nicholson approved the new IT system
model as the framework for VA’s IT system. The new business
model involved the realignment of approximately 6,000 employees.
The Secretary has directed the transition to be completed by June
2008. Working together, VHA and OI&T will meet that expecta-
tion. I believe that the realignment, due to its magnitude, has cre-
ated many concerns as well as anxieties in VHA’s medical commu-
nity.

At Tampa, we were concerned that we would lose the authority
to make necessary medical decisions at the point of care and that
by the transfer of our development team to OI&T, we would lose
our ability to innovate. Thus far, these fears have not materialized
thanks to the Secretary’s commitment to VHA that we would not
lose our ability to recognize and implement innovation originating
from VHA'’s clinicians in the field.

What is working. The people have been moved and they are now
concentrating on getting the job done. The new centralized struc-
ture gives us greater purchasing power through economies of scale
while at the same time granting facilities the flexibility to meet
local needs and unforseen emergencies. A centralized approach to
data security and patient privacy can be remarkably effective with
goals and policies set at the national level while continuing to pro-
vide local staff and leadership with the needed training to roll out
these policies and expectations and provide the tools necessary to
act.

What needs to be closely watched as we move forward? VHA and
OI&T need to continue to work closely together to assure that deci-
sionmaking capability resides at the direct point of care. Commu-
nication between our clinicians and developers needs to be robust.
We must continue to engage front-line clinicians in the develop-
ment of the tools they use and use their input to provide effective
and safe health care. There needs to be a balance between the ben-
efits of centralization and the ability of local facilities to make IT
purchasing decisions affecting efficiency and effectiveness of local
operations.

And why is all of this so critical? The needs of today’s VA pa-
tients require a patient-centric approach which will allow veterans
and their care providers access to seamless health records and in-
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formation at any time regardless of location. And so it is important
that VHA and OI&T continue to work together to, (1) replace cur-
rent hospital-centric systems with a patient-centric system; (2) pro-
vide a complete medical record available everywhere at all times;
(8) support interoperability with other government and private
health care systems; (4) support patient decision support and inter-
disciplinary clinical care.

Let me conclude by saying that while the realignment is not
without its challenges, I see a spirit of cooperation and a sense of
shared mission that will allow us to overcome them. I am proud to
say that despite all of the natural and expected distraction that
occur during a major realignment, we are still serving veterans
with high-quality care and I expect that to get better as we con-
tinue to improve the process and work toward improved commu-
nication and cooperation.

Mr. Chairman, this concludes my statement. I will be pleased to
answer any questions that you may have. Thank you.

[The prepared statement of Mr. Lucas follows:]

PREPARED STATEMENT OF STEPHEN M. LUCAS DIRECTOR, TAMPA VAMC VETERANS
HEALTH ADMINISTRATION DEPARTMENT OF VETERANS AFFAIRS

Thank you Chairman Akaka and Members of the Committee. I am pleased to
have this opportunity to appear before this Committee as a proud and long time em-
ployee of the Veterans Health Administration (VHA). Today I would like to discuss
my personal knowledge and experience with the realignment of the Department of
Veterans Affairs (VA) Office of Information and Technology (OI&T). I wanted to first
take a moment to review the reorganization process. I will then follow with some
personal observations on what I think has worked, and what I think needs to be
watched closely to ensure that we improve the effectiveness of the newly revised IT
organization.

I would also like to state upfront as a personal observation, that VistA is a system
put together by clinicians for clinicians and it works, still works, and no one who
uses it, ever wants to go back to what they had, or in many cases, didn’t have. We
should never lose sight that VA’s VistA system remains a world class system and
the Industry Standard for Electronic Health Records (EHRs) by a long shot. In
March, 2006, Secretary Nicholson approved a new business model as the framework
for VA’s IT System. This generated the initial realignment to OI&T in the neighbor-
hood of 6,000 Operations and Maintenance personnel who were previously part of
VHA, the Veterans Benefit Administration (VBA), National Cemetery Administra-
tion (NCA) and other parts of VA. On October 31, 2006, Secretary Nicholson ap-
proved the transition of the VA IT Management System for the Department of Vet-
erans Affairs (VA) to a single IT leadership authority—the VA Chief Information Of-
ficer (VA CIO). This included the permanent assignment of all VA personnel dedi-
cated to IT development, approximately 1,000 personnel, to the Office of the Assist-
ant Secretary for Information Technology (AS/IT) to be completed by April 2007. The
final transition and realignment, to include institution of a governance structure,
clear understanding of roles and responsibilities, establishment of standardized poli-
cies and business practices, etc., was directed to be completed by the Secretary by
June 2008. This transition is significant due to the large numbers of people
transitioned, many new polices and business processes having to be evaluated and
implemented, and new communication paths and operating procedures tried, re-
jected in some cases, restructured and then re-implemented. All the while, caring
for our patients has remained our primary mission.

I will certainly not try to hide the fact that the realignment, due to its magnitude,
has created some distractions, as well as anxieties in VHA’s medical community.
Specifically, at Tampa, we were concerned that we would lose the authority to make
the necessary medical decisions at the point of care and that, by the transfer of our
development team to OI&T, we would lose our ability to “innovate”—the very engine
that created the World Class VistA system in the first place. Thus far, those fears
have not proven true and more importantly, we have not lost sight of our first pri-
ority to provide the highest quality care to our veteran patients, the men and
women who deserve no less given the sacrifices they have made for our Nation.
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WHAT IS WORKING?

e The people have been moved and they can and are now concentrating on getting
the job done. The uncertainty is over.

e The new centralized structure gives us far greater purchasing power through
“economies of scale” although I would like to mention that, at the same time, facili-
ties need the flexibility to be able to meet local needs and unforeseen emergencies
as I will reiterate later.

e A centralized approach to Data Security and Patient Privacy can be remarkably
effective with goals, expectations and policies set at the national level, but at the
same time local staff and leadership will continue to require training in the “roll
out” of these policies and expectations, as well as be provided the tools necessary
to act.

WHAT NEEDS TO BE CLOSELY WATCHED AS WE MOVE FORWARD?

e As I said in my earlier testimony, while I believe that there are many good
things that have occurred as a result of centralization like central procurements
with inherent economies of scale, and standardization in policies and processes (pro-
vided the user contributes to policy formation)), they can not be at the expense of
effective and safe health care delivery. We must continue to find the right balance.

e We also can not take away the decisionmaking capability at the direct point of
care or we will have created a bureaucracy and impediment to the kind of organiza-
tional construct that in my mind has made the VHA’s health care delivery the best
in the world.

e We can not put a wall, however slight, between our clinicians and our devel-
opers as this would effectively stifle that very innovation that was the genesis of
VistA in the first place.

o We must engage clinicians about the tools they use and to leverage effective and
safe health care.

e While I understand that there are many changes that we need to make as an
organization in terms of privacy, security, etc, these policies and procedures must
always be accomplished with a joint assessment of the impact of that policy or direc-
tive on VA’s ability to deliver safe, effective health care.

e There must be a continuing balance between the needs and priorities of infra-
structure and medical system requirements as well as the ability for local facilities
to make IT purchasing decisions that can improve the efficiency and effectiveness
of their operations. Continued work on VA’s governance process will be critical to
ensure that this is the case and not the exception.

And why is all of this so critical? VA has made significant progress in the evo-
lution of its IT systems and we must continue to foster an environment where we
can continue to do so in the future. The original VA IT health care system was hos-
pital-centric, meaning it focused primarily on establishing over 100 applications at
specific care locations. The needs of VA patients require a patient-centric approach,
which will allow veterans and their care providers to access seamless health records
and information at any time regardless of location. And so it is important that VHA
and OI&T continue to work together to ensure we have a system in the future that:

e Replaces current hospital-centric systems with patient-centric system to better
support modern health care needs

e Provides a complete medical record available everywhere and at all times

e Supports interoperability with other government and private health care sys-
tems

e Supports patient decision support and interdisciplinary clinical care

e Provides an open, robust systems architecture that is cost effective and easy to
maintain

e Remains available to support hospital operations 24 hours every day

Let me conclude by saying that the realignment was not without its challenges,
but I see a spirit of cooperation and mutual objectives that will allow us to overcome
them as we continue to remain the world’s leader and benchmark for health care
delivery. I am also proud to say today that, despite all of the natural and expected
distraction that occur in a major realignment, we are still serving the veteran with
quality care, and I only expect it to get better as we continue to improve the process
and work toward better communication and cooperation.

Mr. Chairman, this concludes my statement. I will be pleased to answer any ques-
tions that you or other Members of the Committee might have.

Chairman AKAKA. Thank you very much, Mr. Lucas.
Ms. GRAVES?
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STATEMENT OF KIM GRAVES, SPECIAL ASSISTANT TO THE
UNDER SECRETARY FOR BENEFITS, U.S. DEPARTMENT OF
VETERANS AFFAIRS

Ms. GrRAVES. Thank you, Mr. Chairman. It is a privilege to be
here today to talk about the current state of information technology
in the Veterans Benefits Administration. My statement this morn-
ing will focus on two major topics, the impact of the reorganization
of information technology management on VBA activities, and the
migration of VBA’s legacy IT systems to the VETSNET platform.

I am pleased to report that from VBA’s perspective, the reorga-
nization of IT took place without major disruptions. While no reor-
ganization of this magnitude can occur without some challenges,
we believe that it was a smooth transition overall.

One of the main reasons why the reorganization went smoothly
for us is that VBA’s IT structure was highly centralized both in ap-
plications development and in the operations of our national bene-
fits delivery systems. We also had in place a regionalized Network
Support Center structure for our field op organization with estab-
lished policies and procedures governing our local IT operations.

Equally as significant, the Under Secretary for Benefits, Admiral
Daniel L. Cooper, had instituted a formal IT application change
control and deployment process immediately upon his appointment
as Under Secretary. The changes he made were based on rec-
ommendations of the Claims Processing Task Force, which he
chaired. He also established a uniform IT structure and standard
application configurations that were made mandatory for use by all
regional offices. These actions provided the essential framework for
the transition to a fully centralized environment and served to min-
imize many of the problems that would otherwise have been antici-
pated in a reorganization of this magnitude. Similarly, because of
the way VBA has executed its IT organization, the transfer process
caused much less anxiety for the individuals involved and mini-
mized disruption to our overall operations.

However, as with any reorganization, this transition has not
been without some challenges for us. For example, some of our re-
gional offices have experienced problems and delays with the deliv-
ery and installation of new equipment. Also, we face a number of
challenges due to the issues such as band width to handle the vol-
ume of encrypted communications we now require. Our concerns in
these areas are being addressed by the IT organization.

During this transition year, we have actively participated in the
development of the Department’s IT governance process. The gov-
ernance structure being implemented will ensure that the adminis-
trations and staff offices have a forum for communicating their
business needs and that all decisions related to our IT require-
ments and systems are mission focused. Already we have seen that
when we have well-developed business plans that are consistent
with Department-wide IT objectives, we are well supported by the
new IT organization. We are also pleased with changes such as the
decision to meet our new equipment needs through leases, which
will allow VBA to upgrade equipment more frequently and keep up
with advances in technology. We believe that we our governance
and business processes mature and communication channels are
more fully developed, greater improvements will result.
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With respect to transitioning from legacy systems, VBA has
made significant progress in the migration of our compensation and
pension claims processing activities from the legacy Benefits Deliv-
ery Network, or BDN, to a modernized corporate platform.
VETSNET is a suite of applications which not only provide the ben-
efit, payment, and accounting functionalities of the legacy Benefits
Delivery Network, but also provides enhanced information and
workflow management across the compensation and pension claims
process.

In 2005, Under Secretary Cooper he requested an independent
technical assessment of the VETSNET project to identify areas of
concern which were inhibiting our ability to complete the final two
components of the application suite, the awards and Finance and
Accounting System. These two components provide benefit award
generation as well as the payment and accounting interfaces.

As a result of the assessment, the Under Secretary engaged
MITRE Corporation to assist in the development and implementa-
tion of mitigation strategies. In conjunction with this effort, the
Under Secretary also appointed me to serve as his Special Assist-
ant with purview over all resources required to bring the project
to fruition. At that time, aligned resources included personnel from
our compensation and pension business line, our Office of Resource
Management, and VBA IT personnel. Although the organizational
lines have changed since the IT consolidation, this interdisciplinary
effort continues today, ensuring a business-focused approach to this
complex systems development project.

This approach has resulted in significant progress over the past
18 months. At the end of September 2006, a total of 2,385 veterans
were receiving their monthly benefits via VETSNET. Today, more
than 200,000 veterans are on the VETSNET payment rolls. During
fiscal year 2006, 5 percent of VBA’s rating-related claims for vet-
erans new to the VA’s compensation rolls were processed entirely
through the VETSNET suite. In August 2007, the figure for vet-
erans new to the rolls was 97 percent. More than three-quarters of
a billion dollars in compensation benefits payments have been proc-
essed through the VETSNET system this fiscal year.

However, our most significant gains in migrating compensation
and pension claims processing from the BDN will be with the con-
version of approximately 3.5 million active payment records from
BDN to VETSNET. That process is underway and will be substan-
tially complete by June 2008. The final stages of the conversion ef-
fort will be finished by June 2009. At that time, the entirety of
compensation and pension claims processing activities will be off of
the legacy BDN platform.

Mr. Chairman, that concludes my statement. I will be pleased to
answer any questions you may have. Thank you.

[The prepared statement of Ms. Graves follows:]

PREPARED STATEMENT OF KIM GRAVES, SPECIAL ASSISTANT TO THE UNDER SEC-
RETARY FOR BENEFITS, VETERANS BENEFITS ADMINISTRATION, DEPARTMENT OF
VETERANS AFFAIRS

Chairman Akaka and Members of the Committee, it is a privilege to be here today
to talk about the current state of information technology in the Veterans Benefits
Administration (VBA). My testimony will focus on two major topics: the impact of
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the reorganization of information technology (IT) management on VBA activities,
and the migration of VBA’s legacy IT systems to the VETSNET platform.

IT REORGANIZATION

I am pleased to report that, from VBA’s perspective, the reorganization of IT took
place without major disruptions. While no reorganization of this magnitude can
occur without some challenges, we believe that it was a smooth transition overall.

One of the main reasons why the reorganization went smoothly for us is that
VBA’s IT structure was already highly centralized, both in applications development
and in the operations of our national benefits delivery systems. We also had in place
a regionalized Network Support Center structure for our field organization, with es-
tablished policies and procedures governing our local IT operations.

Equally as significant, the Under Secretary for Benefits, Admiral Daniel L. Coo-
per, had instituted a formal IT application change control and deployment process
immediately on his appointment as Under Secretary. The changes he made were
based on recommendations of the Claims Processing Task Force, which he chaired.
He also established a uniform IT structure and standard application configurations
that were made mandatory for use by all regional offices. These actions provided
the essential framework for the transition to a fully centralized environment and
served to minimize many of the problems that would otherwise have been antici-
pated in a reorganization of this magnitude.

Similarly, because of the way VBA had structured its IT organization, the transfer
process caused much less anxiety for the individuals involved and minimized disrup-
tion to our overall operations.

However, as with any reorganization, this transition has not been without some
challenges for us. For example, some of our regional offices have experienced prob-
lems and delays with the delivery and installation of new equipment. Also, we face
a number of challenges due to issues such as bandwidth to handle the volume of
encrypted communications we now require. Our concerns in these areas are being
addressed by the IT organization.

During this transition year, we have actively participated in the development of
the Department’s IT governance process. The governance structure being imple-
mented will ensure that the Administrations and Staff Offices have a forum for com-
municating their business needs and that all decisions related to our IT require-
ments and systems are mission-focused. Already we have seen that when we have
well-developed business plans that are consistent with Department-wide IT objec-
tives, we are well supported by the new IT organization. We are also most pleased
with changes such as the decision to meet our new equipment needs through leases,
which will allow VBA to upgrade equipment more frequently and keep up with ad-
vancements in technology. We believe that as our governance and business proc-
esses mature and communications channels are more fully developed, greater im-
provements will result.

MIGRATION OF LEGACY SYSTEMS

VBA has made significant progress in the migration of our Compensation and
Pension claims processing activities from the legacy Benefits Delivery Network sys-
tem to a modernized corporate platform. VETSNET is a suite of applications which
not only provide the benefit payment and accounting functionalities of the legacy
Benefits Delivery Network, but also provide enhanced information and workflow
management across the compensation and pension claims process.

In 2005, Under Secretary Cooper requested an independent technical assessment
of the VETSNET project to identify areas of concern which were inhibiting our abil-
ity to complete the final two components of the application suite: Awards and the
Finance and Accounting System (FAS). These two components provide benefit award
generation, as well as the payment and accounting interfaces.

As a result of the assessment, the Under Secretary engaged MITRE Corporation
to assist in the development and implementation of mitigation strategies. In con-
junction with this effort, the Under Secretary also appointed me to serve as his Spe-
cial Assistant, with purview over all resources required to bring the project to fru-
ition. At that time, the aligned resources included personnel from the Compensation
and Pension business line, our Office of Resource Management, and VBA IT per-
sonnel. Although the organizational lines have changed since the IT consolidation,
this interdisciplinary effort continues today, ensuring a business-focused approach
to this complex systems development project.

This approach has resulted in significant progress over the past 18 months. At
the end of September 2006, a total of 10,385 veterans were receiving their monthly
benefit payments via VETSNET. Today, more than 200,000 veterans are on the
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VETSNET payment rolls. During fiscal year 2006, 5 percent of VBA’s rating-related
claims for veterans new to the VA’s compensation rolls were processed entirely
through the VETSNET suite. In August 2007, the figure for veterans new to the
rolls was 97 percent. More than three quarters of a billion dollars in compensation
benefit payments have been processed through the VETSNET system this fiscal
year.

However, our most significant gains in migrating compensation and pension
claims processing from the Benefits Delivery Network (BDN) will be the conversion
of the approximately 3.5 million active payment records from BDN to VETSNET.
That process is underway and will be substantially complete by June 2008. The
final stages of this conversion effort will be finished by June 2009. At that time,
the entirety of compensation and pension claims processing activities will be off the
legacy platform.

OTHER INITIATIVES

VBA’s Vocational Rehabilitation and Employment (VR&E) Program and Edu-
cation Program benefit payment applications are also resident on the legacy BDN.
The C-WINRS II project (which provides enhanced support for the VR&E program)
and The Education Expert System (TEES) project are both slated to transfer to the
corporate platform. The award and financial components of VETSNET are central
to these development efforts. By reusing these common services across the business
lines, we will experience greater consistency across our business systems and im-
proved efficiencies in application development and maintenance.

We are creating a new operating element within the VBA Headquarters structure
to be the focal point for development of business requirements and to interface with
the VA Office of Information and Technology. We believe this alignment will ensure
that VBA business requirements are clearly documented and communicated to our
%T partners, and that systems development efforts have an appropriate business
ocus.

To effectively use the available technology, sufficient time and attention must be
devoted to documenting and communicating business requirements. As noted pre-
viously, VBA will use the knowledge gained from developing VETSNET in all future
systems development efforts, as we maximize the integration of technology into the
claims process.

The claims development and rating decision support components of VETSNET
have been in full production mode in all of our regional offices for a number of
years. Further efficiencies are being seen as we aggressively strive toward full im-
plementation of the final components of the VETSNET system.

Other gains will be realized by working in a contemporary computing infrastruc-
ture. This allows us to readily make software modifications to support improved
work processes, legislative mandates, or security enhancements. These types of
changes are simply not possible in the legacy BDN. The modernized corporate infra-
structure will also make it possible to further incorporate and enhance decision-sup-
port and “expert-system” applications.

We are also making strides in the use of electronic data and records in place of
paper records in the claims process. We are working to integrate “paperless” proc-
essing into our data and information systems and processing procedures. We are
using imaging technology to support paperless processing in all of our Education
and Insurance benefit programs. We are also incorporating imaging technology and
electronic records in our pension program processing.

We are now conducting a pilot program to incorporate imaging technology into
disability compensation processing as well. The pilot uses claims from recently sepa-
rated veterans filed through our Benefits Delivery at Discharge Program. We re-
ceive the veterans’ service medical records, create images of these records, and
maintain them as part of the electronic claims folders for each claim filed under this
pilot program.

We believe the pilot will successfully demonstrate the feasibility of this technology
in the disability compensation program for newly separated servicemembers. How-
ever, because of the magnitude of the paper records we store, the extent to which
we can “paperlessly” process claims from veterans of previous periods of service has
yet to be determined.

Expanded use of business-rules engines and related types of application tools of-
fers promise for further improving our claims processing. We recently solicited and
received information from a variety of vendors on tools which may have potential
to assist us in more efficiently processing certain types of claims. Together with the
Office of Information and Technology, we are currently evaluating this vendor infor-
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mation. The Supplemental Appropriation passed by Congress earlier this year will
facilitate our implementation of these types of tools to improve the claims process.

Mr. Chairman, this concludes my statement. I will be pleased to answer any ques-
tions that you or other Members of the Committee might have.

Chairman AKAKA. Thank you very much, Ms. Graves.
And now, Dr. Glaser.

STATEMENT OF JOHN P. GLASER, VICE PRESIDENT AND
CHIEF INFORMATION OFFICER, PARTNERS HEALTHCARE

Mr. GLASER. Thank you, Mr. Chairman. It is an honor to be here.
I thought I would point out a personal connection to the State that
you serve. When I was growing up, we lived in Lahaina for 2 years
and I have a very fond memories of that time.

I am going to summarize the comments that I have. You have
the written material with you. I am the Chief Information Officer
for Partners HealthCare. We are a group of hospitals in the Boston
area, Brigham and Women’s Hospital, Massachusetts General Hos-
pital, some community hospitals, health centers, physician offices,
and I am responsible for the IT function for those organizations. I
have been a CIO for 20 years, and in all humbleness, have some
reasonable expertise in the application of IT in the health care set-
ting.

My comments are threefold or in three general areas. One is
comments on the accomplishments of the VA health care IT pro-
gram to date. The second has to deal with alignment, which we will
talk about when we get there, between the IT activity and the or-
ganization overall. And the third is some challenges of integrating
two very large, complex electronic health records, in this case the
VA and the DOD, although there are other examples across the
globe.

Let me just, on the accomplishment, I think there is no question
in the health care IT industry and amongst the CIO communities
across the world that the VA has one of the most successful and
the most remarkable health care IT programs that we are aware
of at all. I personally think, and I told this to our leadership and
our board, it is the most successful, certainly in the U.S. and prob-
ably in the globe today. So I just want to make sure, not that you
do or all of you do, to not forget that as we discuss a range of
issues that the organization must confront, is to admire and re-
spect the work that has been done to date and in lots of ways you
can see that.

I mean, if you look across the U.S. about 15 percent of hospitals
use computerized physician order entry or provider order entry, en-
tering medications, lab tests, procedure orders into the computers.
About 9 percent of the physicians in outpatient practice use elec-
tronic medical records with very advanced decision support to guide
and remind, et cetera.

As you all know, the VA levels of use are well beyond into the
high 80’s, high 90 percent. It is just a remarkable difference be-
tween where the country is and where the VA is on the adoption
by physicians and nurses of these technologies in the course of tak-
ing care of people.

And in addition to the technology, if you look at, well, does it do
any good? Is the care any better? I think there have been a range
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of studies that show that the care delivered by the VA, particularly
in the outpatient care, is superior to that to which we would find
in the same communities, and so the VA in Boston and the rest of
the community in Boston. So it is not only being adopted well, but
the gains in care have been remarkable.

I think at my organization, Partners HealthCare, which has
some all-galaxy class organizations and has done well in IT and
does well in working at care, we are not where you are. We aspire
to be where the VA is, but we have not yet achieved those levels
of competency, skill, and effectiveness. So again, the point being is
from an outsider, for you all to hear how much respect exists and
for us to preserve that in the efforts that go forward.

The second set of comments has to do with alignment. There
have been a lot of studies over the decades that say when an orga-
nization is very effective in using IT, why is it very effective? What
factors lead to that? In organizations that have been studied,
American Airlines, Federal Express, Capital One, Merrill Lynch, a
variety of organizations, and there are a bunch of—well, there are
actually really a small number of factors that determine excellence
at the end of the day and one that is dominant is this notion of
alignment. And by alignment, there is a very specific sort of set of
ideas behind it.

One is that the leadership of the organization, the leadership of
Capital One or the leadership of American Airlines is able to set
the direction, say given our objectives and our goals and what we
want to be, this is where we need to put our IT energies. These
are the resources, and we may move resources from time to time.
We are watching the big implementations to make sure that they
are going well. We are monitoring the issues, and frankly, we are
holding ourselves and all of you accountable for those results.

So there is this good linkage and integration between the IT
strategy game plan and where the organization wants to go. And
it is not only at this lofty high level but it is also down in the
trenches, and that is those who do the work on any given day, that
they, in fact, know they are responsible for the implementations,
know they are responsible for making sure the design is the right
design, know that they are critical to changing workflow, and know
that they, in fact, are obligated to use the tool to make their prow-
ess and their customers’ prowess as effective as it can be.

When this alignment doesn’t happen, there can be a lot of sort
of bad things that occur. Now, you can have an IT group that is
well managed and very efficient, but if it is not aligned, it may be
working on the wrong things or it may be crafting applications
which are not quite what the rest of the organization had in mind.
And a caution, and that is I think occurs in any organizational
change, and certainly Partners went through its efforts where it
merged ten IS groups in the course of this and began its own cen-
tralization efforts, is to preserve that alignment and to make sure
that what does not occur as a result is that front-line doctors and
nurses feel that they are in control and command and directing the
system’s activities.

And so there is this balance to make sure that the alignment is
such that the CEOs or the leaders of the hospitals and the health
centers, et cetera, know that they are accountable for IT results,
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have the ability to guide the agenda, have the ability to directly
deal with issues and the physician and nurses know and feel the
same, and we can see the fruits of their contribution to the work
that is being done here.

So that is the great caution in the efforts to achieve efficiency,
which matters, and I see this in our organization, and standardiza-
tion, is to balance that against the need for those physicians and
nurses who do the work—I don’t do any real work, they do the
work—to make sure that we are meeting their needs and address-
ing all the challenges that they face, because frankly, at the end
of the day, that is why we are here. So be cautious, and it is a chal-
lenge and a difficult one to get right, be cautious about the align-
ment thing.

The third thing I will comment on, the interoperability, is that
getting exchange of data, and there are flashes and examples of
this in the prior testimony that went on, it is very, very difficult
to exchange data between organizations. There are standards that
are being developed but not fully developed. There are areas where
no standards exist and hence one has of course to create them.
There are areas that have to do with privacy. There are areas that
have to do with policies and procedures regarding use of data, so
if I move it from my organization to yours, what rights do you have
of changing and adding and subtracting, et cetera. The country is
grappling with this. This is part of the broad HHS agenda, inter-
operability. Our region is grappling with this, including the VA and
the DOD.

I think as we discuss progress that goes on here, we ought to be
mindful of the extraordinary difficulty here, both technically, pol-
icy, procedure, privacy that exists here, and while making sure we
have good game plans and accountability, et cetera, that we appre-
ciate that this will take several years to effect and to effect well,
certainly to the degree that we would like to see in broad oper-
ability. So let us appreciate the challenge that confronts those who
are making these organizations happen.

So, Mr. Chairman, I am done. I thank you for the opportunity
here. Again, remember how good this organization is and the work
that it has done and how admired and respected it is while appre-
ciating the desire and the need to tackle challenges such as have
been mentioned before and such as mentioned in my testimony.

Thank you.

[The prepared statement of Mr. Glaser follows:]

PREPARED STATEMENT OF JOHN GLASER, PH.D., VICE-PRESIDENT AND CHIEF
INFORMATION OFFICER, PARTNERS HEALTHCARE

Mr. Chairman, Senator Burr, and Members of the Committee. Thank you for in-
viting me to take part in this hearing on the state of information technology within
the Veterans Health Administration.

My name is John Glaser. I am the Vice President and Chief Information Officer
of Partners HealthCare. Partners HealthCare is an integrated system of medical
care whose members include the Brigham and Women’s Hospital, the Massachusetts
General Hospital, community hospitals, health centers, physician practices and vis-
iting nurses. I have been a CIO for 20 years.

I am also the Founding Chairman of the College of Healthcare Information Man-
agement Executives (CHIME); the country’s premier organization for healthcare
CIOs. I was recently inducted into the CIO Hall of Fame hosted by CIO magazine.

My testimony centers on three areas: the accomplishments of the VA health care
information technology (IT) program, the importance of information technology
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alignment within a health care organization and the difficulty of integrating two
large, complex electronic health records—the VA and DOD.

ACCOMPLISHMENTS

There is no question that the world’s health care CIOs and the heath care IT in-
dustry regard the Veterans Health Administration information technology program
as extraordinarily successful. I personally believe that the VA program is the most
accomplished program in the world.

Across the country, 15 percent of hospitals have broad physician use of Computer-
ized Provider Order Entry (CPOE). Nine percent of physicians use advanced elec-
tronic medical records (EMR) with clinical decision support. In the VA, CPOE and
EMR use are commonplace. For example:

e 85 percent of the 57 million outpatient visits and almost all of the inpatient
notes are online

e 94 percent of the outpatient prescriptions—equivalent to 200 million 30-day
prescriptions—as well as almost all of the inpatient prescriptions are entered di-
rectly by the prescribing clinician.

The VA has not only achieved remarkable levels of adoption of health care IT but
has also leveraged those systems to make very impressive gains in care. A study
published in 2004 compared care of VA and non-VA patients in 12 communities and
found that the care for VA patients scored higher on care quality, chronic disease
care and preventive care.

Partners HealthCare is widely regarded as very effective at applying information
technology to improve care. While we have high levels of adoption of CPOE and the
EMR and we have improved the care that we provide to our patients, we have not
yet achieved the adoption levels or care gains being seen today at the VA across
more than 150 medical centers and greater than 1,400 sites of care.

In addition to our efforts to improve today’s patient care, Partners HealthCare
has established highly regarded research programs designed to explore new uses of
the information technology to improve health care. We routinely partner with the
VA in grant applications and research studies. This relationship recognizes the
track record of the VA in health care information technology and the VA’s sophisti-
cated understanding of new opportunities to improve care.

I appreciate the fact that the VA has information technology challenges. So does
Partners HealthCare and every other healthcare system in the world. We also face
threats of data loss, projects that are over budget and under perform and difficulty
integrating complex information systems across organizational boundaries. While
these challenges must be effectively addressed by the VA, I would encourage us to
not forget the excellence that has, and continues to be, exhibited by the VA health
information technology program and the world’s admiration of that program.

ALIGNMENT OF INFORMATION TECHNOLOGY

Numerous studies of information technology investments by a wide range of orga-
nizations across many industries have all identified a factor critical to effective use
of the technology—alignment of the information technology function, agenda and ac-
countability with the needs and management of the organization.

Organizations, such as American Airlines, Federal Express, Capital One and Mer-
rill Lynch, which have consistently demonstrated exceptional information technology
use have several common characteristics:

e The leadership of the organization sets the information technology strategy and
agenda. The leadership actively defines the plan, manages project resources and im-
plementation, addresses issues and assumes accountability for results.

o The staff of the organization have been given the responsibility for the ensuring
that an application meets their needs, managing specific implementations and
changing related process.

Failure to achieve strong alignment can pose significant problems for the organi-
zation. Information technology projects may be well managed and the information
technology group may be very efficient but, without alignment, they are at great
risk that their work is not addressing the priority needs of the organization and the
delivered applications do not reflect the needs of the staff who do the organization’s
work on a daily basis.

The excellence that characterizes the VA health care information systems was a
result of exceptional alignment. The VA Health Administration leadership had di-
rect authority over the information technology strategy, resource allocation and
management of results. The physicians and nurses who deliver care to our veterans
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had direct access to the analysts and programmers who created the applications. In-
deed the analysts and developers viewed these providers as their true bosses.

I am concerned that recent changes in the VA information technology organization
structure will damage alignment. Steps that centralize authority within the VA in
a manner that reduces the direct management of information technology by those
who are accountable for the delivery of medical care and are most knowledgeable
about the needs of the healthcare system runs a very significant risk of under-
mining the progress that has been made.

These concerns acknowledge the value of a central VA information technology
group in areas such as developing technology standards and providing non-
healthcare specific financial systems. However, too much centralization will damage
alignment and diminish the excellence of medical care.

INTEROPERABILITY OF ELECTRONIC HEALTH RECORDS

The value of interoperability of electronic health records across organizations is
difficult to dispute. Such interoperability is likely to improve the safety, efficiency,
timeliness and effectiveness of patient care.

’I(‘ihe difficulty of achieving interoperability of electronic health records is difficult
to dispute.

There are a large number of formidable challenges to achieving comprehensive
interoperability.

While the Federal Government is making significant progress in defining stand-
ards for healthcare data, these standards are still largely in the approval process
and have not become widely adopted across the industry.

There are critical aspects of healthcare data for which broadly accepted data mod-
els and standards do not exist, for example, the history and physical.

Accurate identification of patients who have different medical record numbers re-
mains difficult and labor intensive.

Procedures and processes must be developed that provide “rules of the road” for
using exchanged clinical data. What categories should be used to classify physician
notes? Under what circumstances can a physician in one organization change the
problem list entry of a physician in another organization? Which clinical staff from
one organization can discontinue a medication given by a provider in another orga-
nization? How should institutional review board processes work when the data
spans multiple organizations? How will privacy policies and procedures be enforced
across organizations?

There are complex technical issues that surround the interoperability of electronic
health records that span organizational boundaries. There are also complex govern-
ance, policy and procedure issues that must be addressed.

The VA and DOD have made considerable progress in achieving interoperability
between their electronic health records. Outpatient medication and drug allergy
data is being exchanged. Mechanisms exist for the VA systems to receive DOD
health date for discharged military personnel.

Achieving the interoperability of the VA and DOD electronic health records is an
important goal. And those who are charged with creating this exchange should be
held accountable for delivering on their plans. Nonetheless, we should all appreciate
the immense challenges that exist. And we should respect the fact achieving this
goal will take several years.

CONCLUSION

We all appreciate the importance of the VA’s health information technology pro-
gram to the efforts to provide great medical care to our veterans. We also all appre-
ciate that the program, as do all large information technology undertakings, faces
issues.

As we collectively tackle those issues, let us not forget the true excellence of the
program. And let us appreciate the importance of alignment and the significant dif-
ficulty of achieving interoperability between the electronic health records of two
large providers of care.

Thank you for the opportunity to testify. I welcome the opportunity to respond
to your questions.

Chairman AKAKA. Thank you very much, Doctor, for your testi-
mony.

I have some questions for this panel. This question is for all of
the panelists, and I will take your responses in the order in which
you were introduced. What can VA do to maintain the entrepre-
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neurial spirit that has been a hallmark of VA IT while realizing
the advantages and efficiencies that come with a centralized man-
agement structure? Ms. Melvin?

Ms. MELVIN. Mr. Chairman, in our work, we emphasize and sup-
port the need for VA to balance innovation with a disciplined proc-
ess for carrying out its systems development efforts. In looking at
the overall realignment plan that VA is undertaking, the key that
we have identified are six critical factors that we think are essen-
tial to making sure that the Department is able to implement its
realignment and maintain the balance relative to being sure that
it understands and is able to respond to user needs.

Within that, the Department has identified 36 critical manage-
ment processes that it views as essential to being able to have an
effective overall management process for information technology. A
part of those processes deals with ensuring that the Department
has adequate communications, enterprise-wide communications,
that effectively allows it to convey information relative to the re-
alignment, which is essential to ensuring that the culture of the or-
ganization understands what the realignment is about and sup-
ports its mission.

Secondly, within the overall process of looking at these initia-
tives, it is important that there be disciplined processes and that
they be followed. I think in the earlier panel, there was discussion
of the need to balance the requirements processes, understanding
the overall needs of the users, in this case the physicians, the clini-
cians who have been vital to the innovation that was a part of the
original system, ensuring that there are proper places, proper
channels, I should say, for their ideas and innovative thoughts to
be addressed, to be prioritized, and to be considered in the overall
mission and organization goals for having information technology.
Key to that also is a governance process that does, in fact, consider
all of the levels of users, managers, and other resources that have
to be considered and prioritized within the overall decisions that
are made for what is best for the organization in terms of informa-
tion technology.

Chairman AKAKA. Thank you very much. Mr. Lucas?

Mr. Lucas. Mr. Chairman, I will go back to, I guess, what is
working. I was talking with General Howard on the way over in
the van and we talk about this, and clearly, at least in Network
Aid in Florida, we get outstanding support from the OI&T staff,
very responsive, and we appreciate that support.

As was mentioned in the previous panel, purchasing, centralized
purchasing gives us remarkable economies of scale. And then, of
course, we all know that we can do a lot better with respect to data
security and privacy issues and we need to do a lot better and cen-
tralization helps us with that.

The things that are worrisome, from a strategic standpoint, it
seems to me, is the Electronic Health Record. That record is the
product of a marriage of developers and clinicians over time and it
has produced a remarkable, remarkable product, the envy of the
world. Under the realignment, we have changed that relationship,
and so I worry that the EHR will not be as robust as it is now.
And so that is something from the strategic standpoint we need to
pay attention to.
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In my testimony, I also mention the flexibility of local facilities
to purchase equipment that they find they need in terms of to en-
hance effectiveness and efficiency. We are not there yet. The rela-
tionship between OI&T and VHA is not there yet. So, for example,
the Haley Center is a very busy place and we have a lot of con-
struction going on all of the time and we treat upwards of 3,000
patients a day. That is a lot of traffic and we felt like we needed
to have some directional capability and we wanted to buy some ki-
osks, informational kiosks. We were prevented from doing that.

We wanted to—when patients come into a hospital, principally
there are there for nursing support, and so we need to support our
nurses as they are caring for our veterans and we wanted to buy
a PICIS system. That is a Peri-Operative Critical Care Information
System that helps nurses in documentation and reduces errors. We
are unable to do that.

In addition, there is a remarkable communication device called
Voicera that allows nurses instant communication amongst and be-
tween themselves on the wards. That saves steps and enhances
gomﬁnunication between and among the nurses. We are not able to

o that.

So these are not mission critical—this is not mission critical
equipment, but it is important equipment, and so the flexibility is
not there yet. But as General Howard pointed out in his testimony
or in response to a question from Senator Burr, it is a work in
progress. As I mentioned, as long as we have got good communica-
tion and we feel like we are on the same team and the most impor-
tant issue is the care of our veterans, we will get there. Thank you,
sir.

Chairman AKAKA. Thank you. Ms. Graves?

Ms. GRAVES. Thank you, Mr. Chairman. I would like to echo the
testimony of the prior panelists. I believe that having an effective
communication structure in place so that the business require-
ments are clearly defined, clearly understood, and that we continue
to develop a very strong partnership between the business ele-
ments, the service elements of the VA organization, and the IT or-
ganization, we will ensure that we have a successful implementa-
tion of this process. Thank you.

Chairman AKAKA. Dr. Glaser?

Mr. GLASER. Mr. Chairman, I think I will give you some exam-
ples of initiatives we do in my organization. It sounds like, from
the prior testimony, some of these are in place at the VA to do.

An example is all of the IT staff, or virtually all of them, actually
live in the hospitals or they live in those settings in the clinics so
they don’t forget why they are here, and they encounter doctors
and nurses in the hallways who remind them of what is working.

Second, for the majority of them, the reviews are joint reviews.
In other words, I might give your performance review, but some-
body from the hospital is also joining me in giving that review. So
you have to take care of them and take care of me at the same
time.

The third is that when we have committees who guide us in our
own electronic health record efforts, et cetera, those committees are
composed only of providers, physicians and nurses, and only of pro-
viders who practice. So we want to make sure that after our Com-
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mittee meeting of what the five things we ought to do here are that
you have to go back the following day and take care of people and
understand the realities that go along with that.

Another—two more items that we do here. One is in our case,
the CEOs of our hospitals, the community hospital or the person
running a health center, of the IT budget, 50 percent is theirs to
spend at their discretion. They are bound by certain standards and
there are certain things you can’t do. You can’t decide to unilater-
ally change the payroll system or the security system. But you
have, within some broad guidance, you have the discretion to spend
it here or spend it there or a variety of ways. We still like to under-
stand it and make sure you are not doing something crazy, but that
is rare that that kind of thing occurs.

The last thing we do is that we have a program where if you are
an employee of Partners, a physician, a nurse, or an IT person, and
say, I have an innovative idea, you can apply for a small grant. We
have blessed 64 such projects over the last 4 years. The general
size of the grant is about $40,000. It is not a whole lot of money.
They put more of their own effort into this than we can possibly
pay them for and they just want the permission to go off and ex-
plore this, learn about that. We ask that you write it up. We have
a symposium in which people share these ideas. Not all of them
work out. Some of them didn’t turn out so well. But nonetheless,
we try to harvest those ideas and to broadly adopt them because
there are some very clever, very smart people who are willing to
work really hard on their own effort or their own weekends to go
off and do that. So a small internal grant program can accomplish
a phenomenal amount of innovation.

Chairman AKAKA. Thank you. Mr. Lucas, what would be the im-
pact on your facility and your ability to furnish care to veterans if
you lost access to the Electronic Health Record system for even 1
day?

Mr. Lucas. Mr. Chairman, it would be a very long day. We
would immediately go over—and we practice this because it is that
important as part of our disaster preparedness plan—we would im-
mediately go over, call a Code Z, Code Zebra. And so all of the no-
tations in the medical record would be on paper. All of the results
reporting out from all of the diagnostic areas would be on paper.
Hopefully, we would still be able to print out health summaries for
the clinicians at the front end with our veterans, but the health
summaries are just the latest information with respect to the vet-
eran. And that isn’t particularly helpful in the specialties and sub-
specialties, so a large number of those appointments for our vet-
erans would probably be canceled or delayed.

In addition, because we are on paper, it slows us down, and that
means that instead of seeing upwards of 3,000 patients in any
given day, we would see substantially less than that, probably less
than half of that, which means that appointments would be can-
celed.

In addition to that, since the computers are unavailable up in the
OR, certain of the procedures would probably be canceled, and that
is where it really starts to inflict pain, because when you are going
into a procedure, even a minor procedure, you gear up for that. I
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mean, anybody does. And to have that canceled and delayed is an
emotional trial.

So all of that would happen. We would then, when the system
came back up, engage in putting all of that paper into the system.
And, of course, some physicians’ writing ability is not as good as
others and so you end up with legibility issues. You end up with
the potential for errors, and I won’t even go into the lack of bar
code med administration when the computer goes down and the
possibility of med errors with that.

So, this could be a very long day. Recovery would also take con-
siderable time, several days, I would expect, to get all of that back
in, to make sure we haven’t made errors and to check it out. A dif-
ficult situation, but most difficult for our veteran patients. And I
guess that is what, at the end of the day, what I would like to be
assured of as a medical center director, as a veteran, is that the
leadership of OI&T has a situational awareness of the most impor-
tant interface of all, that interface between the provider and our
veteran patient, and that they understand the ramifications of
change and also the ramifications of a loss of our IT system. Thank
you, sir.

Chairman AKAKA. Thank you. Dr. Glaser, how do facilities in the
private sector protect their electronic medical information systems
from disruptions and what can be done to prevent such disrup-
tions?

Mr. GLASER. Mr. Chairman, I think the actions we take are no
different than the actions that you take or no different from the ac-
tions that you would take in a banking setting, a manufacturing
setting, et cetera. There are steps that are taken to try to thwart
malevolent efforts of viruses and trojans and other types of bad
things that people try to do. There are efforts taken to make sure
that software is tested so that inadvertent changes to software
don’t cripple the organization as a result of activities.

We are all confronting, and it was mentioned in some of the tes-
timony earlier, the growing use of people with their own personal
devices, their own Blackberries or PDAs or notebooks and con-
nected to wireless. It becomes a lot easier to extract data or main-
tain separate lists and walk out with it. And I think the industry
broadly is grappling with how to do this.

I think it sounds like from the testimony before that the types
of work that is done, both the technologies and management prac-
tices that are broadly adopted across this industry, are well under-
stood by the VA IT group and are making progress in adapting
that. You have a complicated organization, so I don’t doubt the
complexity of making it happen. But I don’t know that there is a
S?t of insight that the industry has to offer that you are unaware
of.

Chairman AKAKA. Yes. We have been talking about the impor-
tance of information security. Ms. Melvin, in the information secu-
rity report released today, GAO refers to shortcomings in VA’s pro-
grams and procedures designed to improve VA’s information secu-
rity. Please comment on areas where VA can improve and share
your views on whether veterans can be confident that VA is doing
everything possible to protect their personally identifiable informa-
tion.
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Ms. MELVIN. Mr. Chairman, if I could, I have one of my col-
leagues with me who was directly involved in the assessment of
that. We did find some areas in which the Department was making
progress, but also some areas in which we felt that there was a
need for additional progress and additional efforts on the Depart-
ment’s part, and I would like to defer to him to respond to your
question, if I may.

Chairman AKAKA. Will you introduce him, please?

Ms. MELVIN. Yes. This is Mr. Greg Wilshusen, Director in our In-
formation Technology Team who is responsible for our information
security work.

Chairman AKAKA. Thank you.

Mr. WILSHUSEN. Good morning, Mr. Chairman, and thank you
for your question. What we have found during our review of infor-
mation security practices at the Veterans Affairs is that, indeed,
they have been making progress in a number of areas and improv-
ing and starting to provide the foundation, if you will, framework,
for an information security program. However, there are still sev-
eral areas where they need to take additional steps. I would say
first and foremost, it is defining and assuring that they have the
adequate policies and procedures in place to effectively assess their
risk. They are taking steps, as I mentioned, to do that.

Where VA needs additional work is the actual execution or im-
plementation of these policies and procedures. One of the things
that the Federal Information Security Management Act requires is
that agencies implement an agency-wide information security pro-
gram that includes assessing risk; developing cost-effective policies
and procedures that reduce those risks to an acceptable level; as-
suring that staff and agency personnel, as well as contractor per-
sonnel, are adequately trained in their security responsibilities,
and to include technical training for those staff with significant se-
curity responsibilities; and then establishing a process in place to
test and evaluate the effectiveness of those controls, and as weak-
nﬁsses are identified, to take prompt remedial actions to correct
them.

VA has set up several processes and controls to help implement
those requirements. However, there are still, as I mentioned, sev-
eral areas where they need to go further in implementing those
controls.

Chairman AKAKA. Thank you very much for that. Let me ask Mr.
Lucas and Ms. Graves to please share any thoughts you have on
shortcomings of the information security initiatives and what can
be done to regain the confidence of veterans in VA’s information se-
curity programs. Mr. Lucas?

Mr. Lucas. We are in the process, as was mentioned, as I think
General Howard mentioned, we are in the process of changing a
culture here and so locally at Tampa, we have trained our over
3,700 employees in both security and privacy issues. We have
trained over 700 of our volunteers and over 625, if memory serves
me, of our students, stressing the importance of security, of data
security. We are going to continue to do that.

Last year, we had 108 reports of security incidents, data security
incidents. I am happy to be getting those reports. I think General
Howard mentioned he is happy to be getting those reports and we
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acted on them very quickly. Some of them, it turned out, were not
valid. But we have got a full frontal assault on this notion of data
security and we are going to continue to work through it until, as
Secretary Nicholson said, we are the gold standard.

Chairman AKAKA. Ms. Graves?

Ms. GRAVES. Thank you. Echoing what Mr. Lucas said, education
and training of our employees is a critical first step. VBA has im-
plemented data and privacy training into all of its formal training
courses, beginning when the employee first comes on board with
the Veterans Benefits Administration. That training and enforce-
ment of good security and information practices continues through-
out all of our formal and informal training structures.

Along with that, all of our employees are required to take annual
privacy and security training and to annually recertify that they
understand their requirements and their responsibilities in pro-
tecting veteran data. Again, changing the culture does take some
time, but I believe with the guidance from OI&T and putting the
policies and procedures in place so that everyone understands their
roles and responsibilities, we will achieve the gold standard that
Secretary Nicholson is looking for. Thank you.

Chairman AKAKA. Thank you. Ms. Melvin, for almost a decade,
VA and DOD have been attempting to develop an Electronic Health
Record that can be used by both Departments. How big of an obsta-
cle to the success of achieving interoperability is the fact that both
Departments are still in the process of completing the development
of their own modernized health information system? Can you com-
ment on that?

Ms. MELVIN. I can comment on that from the standpoint of the
work that we have done and looking at VA’s relationship with DOD
in implementing exchanges of data. What we have found, the issue
of how big of an obstacle it is really is driven largely by the rela-
tionship and the interactions that those Departments have. Our
biggest concern has been with the overall project management,
with the lack of integrated project management, that would really
establish who is in charge, what the specific goals and objectives
are that they want to achieve, and how they intend to make that
happen.

We have consistently seen throughout the work what we have
done that both Departments have their separate modernization ef-
forts underway. They are working and they have achieved some de-
grees of exchange through various short-term initiatives and ad hoc
processes that they have put in place and they have also achieved
some interoperability in the form of sharing computable pharmacy
and drug allergy data through an interface that they put in place.

However, we still feel that even though they have made these ac-
complishments, VA has its modernization effort underway. The De-
partment of Defense also has its modernization effort underway,
coupled with multiple systems that it currently must rely on to ex-
change data. What we have not seen and what we do consider to
be a concern that potentially could be an obstacle is that there
hasn’t been a long-term detailed plan, at least through the work
that we have done thus far, that would explain or detail how the
two Departments are collaborating and how they intend to ensure
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that téley achieve the common goal of a shared Electronic Health
Record.

Chairman AKAKA. Thank you. Let me ask Dr. Glaser, do you
have a comment on this issue of VA-DOD interoperability?

Mr. GLASER. I may be expressing ignorance here, Mr. Chairman.
I think the idea of a common EHR that both organizations use
would be an interesting idea and I would be curious about it, but
that is sort of a cover for saying, you have got to be kidding me.

[Laughter.]

Mr. GLASER. But maybe it is credible, I don’t really know. But
I would just be struck on that one.

I think even though their efforts are still in progress, both mod-
ernization and roll-out of clinical systems, one can effect a degree
of data exchange while that is going on here. So one does not have
to reach the pinnacle in order to be exchanging some forms of data.
Paul Tibbits ran through a shades of gray, which is absolutely cor-
rect. So one can run in parallel with the modernization, the further
adoption by physicians and nurses, and the exchange.

I think above and beyond, and I don’t know all the details of the
GAO account, it becomes a question of what people have as the pri-
orities on any given day. Where are people spending their time and
energy, because those are all huge undertakings—protecting pri-
vacy, modernization, moving the clinical agenda and exchange. So
I think there is a non-trivial management challenge of balancing
those demands and where you put people’s time and energy on any
given day.

Chairman AKAKA. Thank you. Ms. Melvin, VA has been in the
process of modernizing VHA’s and VBA’s legacy IT systems for
years. Do you believe that VA currently has program management
processes in place that will allow for these initiatives to be success-
ful, and if so, by when?

Ms. MELVIN. I will speak to your last question first. I don’t know
by when the Department would have its initiatives in place. What
we have seen from the standpoint of the initiatives that it is under-
taking, you are correct. Over time, we have had concerns relative
to their project management and these are concerns that have been
ongoing and longstanding. However, in the case of the Veterans
Benefits Administration, what we have found is that where the De-
partment has instituted a governance structure and taken steps to
improve its project management, we have seen progress on their
part in moving forward with their overall development of their new
system. However, they have still got work to do. That is not to indi-
cate that it is complete. But we do see indications that if the De-
partment implements sound project management strategies and
structure, they can be successful.

A lot of this will be driven, obviously, by the realignment that
is put in place and by how successfully the Department does imple-
ment the management processes that I mentioned earlier. That will
be key to ensuring that they have a disciplined approach that is
grounded in sound project management and that that approach is
applied throughout the organization for the IT initiatives that it
undertakes.

Chairman AKAKA. Thank you. Let me further ask Mr. Lucas and
Ms. Graves, what impact are these modernization efforts having on
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the daily delivery of health care and benefits within VA? Mr.
Lucas?

Mr. Lucas. Any time that you can enhance the operability of
your systems, it means faster information getting to the clinicians,
and so we begin to see that. Beyond that, I am not—beyond that,
I can’t comment further, Mr. Chairman.

Chairman AKAKA. Well, Ms. Graves?

Ms. GRAVES. Thank you, sir. The project that I have the most in-
sight into is the VETSNET project, which is the transition of our
largest benefit program, the Compensation and Pension Program,
from our legacy platform to a modernization infrastructure. What
we have seen from our user base, our veterans’ service representa-
tives and rating veterans’ services representatives who deal with
our veterans on a daily basis. There is a strong pull for that tech-
nology, to continue to deliver that technology to them.

They have found that it enhances their ability to do their jobs.
It reduces the rekeying of data, redundant rekeying of data that
can cause errors in the claims process. They have much more abil-
ity to answer a veteran’s question when he or she calls to check
on the status of their claim or to see how their benefits claim is
progressing. We have to move paper much less than we did before
we were able to move into our more modernized environment.

We expect to see that continue to improve our processes as we
are able to use the technologies available to us with image data,
the types of things that Dr. Tibbits spoke of in the earlier testi-
mony. That will help us, again, reduce the movement of paper,
making sure that information that is necessary to adjudicate a vet-
eran’s claim is at the desktop of all of our users. It reduces the like-
lihood of a claims file being lost or misplaced and therefore unable
to adjudicate the claim.

So we do see a significant pull from our users and we expect to
continue to enhance our end users’ ability to serve veterans as we
make progress toward implementing a modernized platform.

Chairman AKAKA. Well, I want you to know that I really appre-
ciate your responses and, of course, your testimony to begin with.
You know that we are doing this to try to look for better ways of
improving VA’s IT system. So once again, I would like to thank all
of our witnesses for joining us today.

Veterans rely upon VA’s information technology programs on a
daily basis for the delivery of their benefits and services. For their
sake, we need to ensure that these programs are effectively man-
aged and that they work as intended.

I want you to know that the hearing record will remain open for
3 weeks to provide time for any additional views. I thank you for
being so patient.

This hearing is adjourned.

[Whereupon, at 12:07 p.m., the Committee was adjourned.]
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